% ENZODAIAZEN

DataZen Installation

The universal, out-of-band data replication and Change Data Capture engine.

This documentation provides installation and first-time configuration settings of the DataZen Manager
application and a Self-Hosted DataZen Agent.

Last Updated On: January 31%' 2025

DATAZEN INSTALLATION INSTRUCTIONS PAGE 1



Contents

=R = To UL =T PPPPPPPPPPPPPRY 3
DataZen Manager INSLAllation ........coocuiiiiieiee et e st e e st e e e e ratr e e e e nabaeeeeaneaeeaean 3
DataZen AGENt DEPIOYMENT.....ccc ettt e e et e e et e e e e rte e e e eaatseeesaataeeesansaeeesansseeeeansaeeesansrneeans 6
Installing and Configuring @ New DataZen AZENt ......ccveiiiiiiiei ittt ree e areeas 6
FINQliZiNg ABENT SETLINGS .o ueiiiie e e e st e e e e sb e e e s rabe e e e ssabeeessnareeeeennrenas 8
Advanced Agent CONTIGUIAtION ........ccuuiii i e e etae e e e st e e e e eabe e e s e eabeee e ennneeas 10
Use HTTP/S for the Agent LIStENING POIt ........ooiiiieieeeciee ettt ettt ettt et e ennes 10
Specify multiple TCP Ports for an AZENT ......cii it re e e e snaeeeeas 11
Configure Remote Monitoring with DataZen IManager.......ccccuueeeiiciiee e eecieee et e e e e sreee e s seareeeesnes 11

DATAZEN INSTALLATION INSTRUCTIONS PAGE 2



Pre-Requisites
To successfully install and configure DataZen you will need the following:

e A windows server running 2019 or higher
e .NET 4.7.2 framework installed
e SQL Server 2019 or higher (express edition is sufficient for most implementations)

NOTE: You may need additional ODBC drivers depending on the data sources you will be accessing.

DataZen Manager Installation
To Install DataZen Manager the first time, follow these instructions.

https://www.enzounified.com/downloads/releases/datazen/v3/datazenmanager.exe Download the DataZen Manager EXE file

For example:
Create a Directory where the manager
C:\Program Files\EnzoUnified\DataZzenManager\ will be installed
@ DataZenManagesexe Propertics x Unblock the DataZenManager.exe file
0S(C) > Program Files General Compatibiity Securty Details Previous Versions !
y DataZenManager exe
N Sort =

Type of fie:  Application (exe)

Name Description:  Data Zen Manager

% DataZenManager.exe
Location:  C:\Program Files\Enzolinfied\DataZenManager

Size: 42.5 MB (44,588,032 bytes)

Size ondisk: 425 MB (44,589 056 bytes)

Created: Tuesday, January 30, 2024, 11:18:14 AM
Modified: Wednesday, Febnuary 7, 2024, 7.51:14 AM

Accessed: Today, February 7, 2024, 7:51:14 AM

Mtributes (CJReadonly () Hidden Advanced
Secuty This file came from another 8 Unblock

computer and might be blocked to
help protect this computer.

oK Cancel Apply

Start the DataZenManager.exe as an
administrator to allow the application to
download its dependencies.

B DataZenhananar ava ITIINIA T-R1 MM

& O B & W

@] Open Enter
& Share
f® Run as administrator

< Pin to Start
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If or when prompted by Windows, click OK and/or Allow to enable the application to start and
download files.

% Welcome x If this is the first time you run the
Manager on this machine, you will be
prompted the following screen.

Welcome to DataZen! Choose what you would like to do:

Create a new DataZen Agent. .

Choose this option if this is the first time your run DataZen

e e = R b Select Just Start DataZen Manager and
Add an existing DataZen Agent... click Start.

Choose this option  an agent is already running in your environmert. but not yet configured in the manager.

Just start DataZen Manager

Just start DataZen Manager; | will take it from here.

Start

If a message indicating an update is
available for DataZen Manager, it is
highly recommended to perform the
update before proceeding.

% DATAZEN MANAGER

File  Configuration Help

An upgrade for Enzo Data Sync Manager is available.

After the upgrade, you may need to
restart DataZen Manager manually
with administrative privileges to

continue.
Create the following folders (you can name them differently; they Create three folders
will be used in the next step)
C:\tmp\DATASYNC\
C:\tmp\DLQ
e The DataSync folder will be used as the default location for change
logs
e  The DLQ (Dead Letter Queue) path specifies the default location
for failed change logs, if used by a job
Enter the folders created above in the three paths provided. Open the Configuration -> Options
screen

If desired, enter a Request Timeout in seconds if agents are located
remotely; for most installations, leave this field blank.

You can also specify a default text editor which is available when
evaluating HTTP payload responses.
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To prevent DataZen from detecting automatic updates and using
cloud-based HTTP/S job definitions, check the Disable Automatic
Online Updates box.

NOTE: Checking this box will disable certain features of DataZen.

Defautt Sync Fle Path:  [C:\Tmp\datasyne_reader

=
Defauk path where Data Sync Files are stored
Default DLQ Path [c:\Tmp \datasync_reader'di | =
Default Dead Letter Queue Path
Agents Request Timeout: ssconds (takes effsct upon restaring the Manager]
Path to Text Editor |c Program Files\Notepad++\notepad++ exe

[ Disable automatic online updates

8 Ignore S5L Certficate Chain emors

o [om]

You are now ready to proceed to the agent deployment and configuration.
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DataZen Agent Deployment
Installing and Configuring a New DataZen Agent

Although DataZen Manager allows you to monitor and upgrade agents
remotely (on other machines), installing a new agent requires using DataZen
Manager on the machine where the agent is being installed.

% DATAZEN MANAGER (Administrator) Select File -> New Sync Agent -> Create
[ File | Configuration _View _Help and register a new Self-Hosted agent.
[ New Sync Agent » Connect ta an existing Self-Hosted/Container agent...
Unregister Agent... Create and register s new Self-Hosted agent...
Register for a cloud account... Register a Cloud Agent... A new WlndOW W|” become V|S|b|e,
e e allowing you to install and configure an
top Agent Service
Edt agent on the same machine where

DataZen Manager has been installed.

New Datasync Agent The Service Settings tab allows you to
This wizard installs and corfigures a new DataSync Agent on the local machine. Each agert requies a separate license Specify hOW the se rVice WI” start and
Service Settings License & Registration Stage Database Connection Windows Service Registration Wh|Ch port |t W|” use.
Agent Configuration
Server Name or IP:  nitp://localhost
=t Server Name or IP: The URL DataZen
ortumer B2 Manager will use to connect to the
Agent Binaries Location
agent
© Download latest agent available frecommended)
O Dowrload spechc versr: Port Number: The TCP Port the agent
will bind to
Installation
bttt dcy: [ExPragm A Erao o B D5T880 Agent Binary Location: The version of

Spacify a directory in which the agent binaries wil be instalied

the agent to install
Installation Directory: the path where
the agent binaries will be installed

0K Cancel

Although optional, a good practice is to use the port number as part of the folder name of the
DataZen agent; this is particularly useful if multiple agents will be deployed on the same machine.

For this example, this folder indicates the agent is listening on port 9559.

C:\Program Files\EnzoUnified\EnzoDS9559\
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This wizard installs and configures a new DataSync Agent on the local machine. Each agent requies a separate license Enter your | icense key ont h e License &
Service Settings  License & Registration  Stage Database Connection  Windows Service Registration Regl St rat | on ta b

Enter the license key for the adapter below Cacis bes 300 B
Contact info@enzounfied com to purchase a license

To purchase a license, please contact
info@enzounified.com.

0K Cancel

If you are trying DataZen for the first time, click on the Generate a free 30-day License button. Doing
so will show another screen asking you to fill out your email, name and other details. Once you have
entered this information, a 30-day Enterprise evaluation license key will be generated and filled out
automatically on this screen.

NOTE: An email will be sent to the email address provided with a copy of your license key.
NOTE: The 30-day trial edition requires the use of SQL Server LocalDB

Select the Stage Database Connection
This wizard installs and configures a new DataSync Agent on the local machine. Each agent requies a separate license tab.

Service Settings  License & Registration  Stage Database Connection  Windows Service Registration

ST By default, a LocalDB connection string
| B contoue. . o

e omesion v o e Siage SOL Srver dotance will be specified.

The Stage Database stores the definition of jobs, change tracking, and historical information

1 NOTE: LocalDB is only d for

If you have a paid license. please use a SOL Server database for production use.

If you are using a paid license, click on
the configure... link

oK Cancel

The Stage Database must be SQL Server 2019 or higher, any edition, and should preferably be
located on the same server where the agent is being installed for best performance. The database
size may grow significantly depending on the use of Change Data Capture and the amount of data
being captured. As a result, while SQL Server Express edition is supported, it may not be sufficient
for situations where large data sets are being replicated with Change Data Capture engaged.

Contact Enzo Support for further information.


mailto:info@enzounified.com

eI - O In the Database Connection screen,
enter the following information.

Enter connection string settings below and click OK

System: SQL Server (Native Provider]

Database Server: The database server
name and optionally the instance name
to connect to
Authentication: Database credentials to
use (use Windows Authentication if

_ possible)

' Database Name: Enter the name of a

database to create (it will be created

[ Create the database if it doesnt exist later automatically if needed)

Port: 1433 {leave empty for default port)

Database Server:  localhost

Authentication: Windows Authentication ~

Connect Timeout: |15 =

Database Mame: |datazen_5559 v

Click OK to close the Database
Connection screen and fill out the

Cancel connection string.

In the Windows Service Registration tab,

This wizard installs and configures a new DataSync Agent on the local machine. Each agent requies a separate license check the Register this agEnt as a
epec el e o i oo o cxpeot] (Wit Seoee P Windows Service. This setting is
8 et s oS - optional; however, if this agent is not
sNNM;{;h registered as a service, it will not start

Spaces will be removed and special characters are not alowed

automatically when the machine
restarts. To start the agent manually,
simply run the EnzoDS.exe file in the
directory where the agent was installed.

Service Name Suffix: Enter a suffix for

ox Cancel the windows service name. Using the
port number of the agent is generally a
good practice.

Once all the information has been filled
out, click OK to install the agent. This
operation may take a few minutes.

Installing new agents requires administrative privileges; it is recommended to run the
DataZen Manager as an Administrator to ensure a successful installation.

Finalizing Agent Settings
To edit the configuration of an existing agent or change its default security settings, follow these steps.
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% DATAZEN MAMAGER (Administrator)

Fie | Configuration | View Help Select the agent Fo rec?nflgure,
Agent Settings... 1 and choose Configuration ->
Options... Agent Settings...

Manage HTTP AP| Specifications... H

MNew Connection [ =

é':‘ httg
E‘ﬁ hitg

& bt

Manage Connections...

Manage Pipeline Components...

Security 3
Refresh Speed 3
This screen allows you to
Modify the settings below and click OK to save. Changes take effect immediately c h a nge/e d it t h e CO n n ecti 0 n
Stage Database Secuiity License Key Shared Access Keys Certificates str| ng to the Stage d ata base,
ftagecmm = S change security settings, and
T S Beoen e i i e i, et i, change the license key.

WARNING: Other than security credentials, updating this setting is not recommended ance jobs have been created

NOTE: Changing the Stage
Connection String is not
recommended; loss of data is
possible. Please contact Enzo for

- guidance.

To change access control
Modify the settings below and click OK to save. Changes take effect immediately Sett'ngs, ChOOSG the Security tab.

Stage Database Secuy License Key Shared Access Keys ~ Certficates

Securty Groups Alowed

Trse Vo Secty Grus e e ranae o BUILTIN\Administrators are
A . always allowed access to the
agent.

Enter one security group per fine

If empty the folowing securty group will be used

NT AUTHORITY Authenticated Users

Add.. Remove Selected Members of BUILTINVAdministrators will always be able to

By default, NT
AUTHORITY\Authenticated
Users can administer agents.
Corce However, adding specific groups
will limit access to the agents as
specified.

To change your license key, choose the License Key tab and paste it in the license key box.
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Syne Agent Setings - D To enable remote registration of
Modify the settings below and click OK to save. Changes take effect immediately. age ntS from another DataZen
Manager, or to enable HTTP/S
access using Token-based

Stage Database Securiy License Key Shared Access Keys  Cerficates

Shared Access Keys allow you to acoess agents using HTTP Requests

A  [E et authentication, change the
Secondary Access Key: | | rotate key o ]
—— e = Access Level specified in the
() Limit access to GET operations (read-only) Shared Access Keys tab
See the online documentation for
more information about these
Corce! settings.
DataSyne Agent Sectings - o x If you have registered X.509

Modify the settings below and click OK to save. Changes take effect immediately

certificates with DataZen, you
can select which certificates can
Select which certificates are used for signature and authentication. .
Only certiicates with Digial Signature Key Usage will be available. Certficates must be installed on this machine in the My store. be u Sed fo rsi g nature an d/o r
Signing Certfficates  Athentication Certificates 1 1
authentication.

Stage Database Securty License Key Shared Access Keys Certificates

Thumbprint Subject Valid Until
(] DCOBF1BFCO. DataZen V3 Self Signed 6/24/2026 1:47:57 AM
(] 352068C616D 4/22/2025 9.55:01 AM
] ADSE4F830C DataZenV3TEST 6/28/2026 10:18:40 AM .
[0 3FABFB0206 IlglExDress Development Certficate sjw sjzozv 800,00 PM Please note that If at least one
certificate is selected under Signing
Marage Cetfcdcs, Certificates, all connections using
i This feaure is curently in preview | Token-based authentication must be
- 51gned.

Advanced Agent Configuration

The following configuration settings require manual changes and may cause the agent to stop operating
successfully; as a result, it is recommended to reach out to the Enzo support team before making these
changes. The settings below require changing settings in the EnzoDS.Exe.config file where the agent is
installed.

For more detailed instructions and overview of the DataZen Agent configuration settings, visit
https://portal.enzounified.com/docs/datazen/datazen-security and
https://portal.enzounified.com/docs/agent/Commandline

Use HTTP/S for the Agent Listening Port

By default, a DataZen agent listens on port 9559, which is not encrypted. While sensitive data (such as
connection string settings) are encrypted by DataZen internally, using an HTTP/S endpoint provides
additional security. To use port 443 change the listenerUrl setting accordingly.

<add key="listenerUrl" value="https://SERVERNAME" />
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Specify multiple TCP Ports for an Agent

You may configure a DataZen agent to listen on multiple TCP Ports. Although DataZen Manager only
communicates on a single port you may choose to enable the agent to use multiple ports to accept
HTTP/S requests. For example, the following setting tells the agent to listen on both port 443 (HTTPS)
and 9559 (HTTP).

<add key="listenerUrl" value="https://SERVERNAME,http://localhost:9559" />

Configure Remote Monitoring with DataZen Manager

DataZen Manager supports accessing and managing agents remotely; this allows you to manage jobs
and agent configuration settings remotely. You can monitor agents remotely using any of the
authentication methods provided in the Authentication Sequence section below.

If you use Token-based authentication, the shared keys need to be configured to allow the
Administrative Access Level.

% DATAZEN MANAGER [Administrator) Start DataZen Manager on a remote
File | Configuration View Help server and ChOOSG connect tO an

New Sync Agent 4 Connect to an existing Self-Hosted/Container agent...

existing self-hosted/container

Unregister Agent... Create and register a new Self-Hosted agent...

Register for a cloud account... Register a Cloud Agent... agent..-

Start / Restart Agent Service
Stop Agent Service

Exit

In the Server Name field, enter the

Regiter an sting Enco ety Agrt URL of the agent. This URL must be
sone . i oo 5 accessible from the machine where
Authertication Buit-In Authertication (Local User or AD) ~ you are running the DataZen

Token [ |

Manager application.

Certficate: | 35E5678AEET03C9930BFDOB37B3CIDDFACTESS93

N CN=gavizp0S, 0=DC_NOT_TRUST, OU=Crezted by hitp://w . fiddier?.com

Select Token-Based Authentication
and paste the access token of the
agent. Alternatively, you can choose
an X.509 certificate for
authentication (see the X.509
Authentication section for more
information).

Click Save
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Once registered, you will see the

" ERROR X . .
agent listed and will be able to
Connection failed . .
manage its jobs remotely.
&% http:iilocalhost 9543 o To edit the registration if this agent,
3080352513 . ? %
sesestErze - daismen S click on the gear icon. &
Standard Edition
& hitpllocalhost0550 & NOTE: If the URL or the port of the
3051025 ? % agent changes, you will need to
wwealhost|Enzo > EnzoStaging . .
unregister the agent and re-register
Enterpriz= Edition it using the new URL.

To view the capabilities of the

Seff Hosted selected agent, click on the question
Agent URL hitp:/Aocalhost:9559 mark.

Cert Thumbprint

Version 3.0.5162.14335

Agent Status Running

Edition Erterprise

License Active Yes

Max Connections {unlimited)

Machine Name DEVLAPDS

Windows Service Name

Container No

Authentication Sequence
The authentication sequence to a DataZen agent is as follows:

- Anonymous authentication, if enabled on the agent server

- X.509-based authentication (which includes signature verification)

- Token-based authentication, with X.509 signature verification if configured
- NTLM authentication based on NT or AD Group settings

To use NTLM authentication with AD Group authorization, no Authentication header
should be present in the HTTP request.
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HTTP/S
Request

Anonymous Authentication
Enabled?

Yes X.509 authentication requested,
enabled, and valid?

Yes

Authentication Header
present with a Token?

X.509 signature

S .
required? X.509 signature

valid?

Access Token
Valid?

A 4
Is user authenticated and in

an allowed NT Group?

v

Anonymous Authentication
This setting is controlled through a startup parameter of EnzoDS.exe: -anonymous

It is recommended to only use this setting for initial configuration, if necessary. See the online help
documentation (https://portal.enzounified.com/docs/agent/Commandline) for more information about
startup parameters.

X.509 Authentication and Signature

X.509 signing certificates can be used for both authentication and signature purposes. In order for
certificates to be used, they must first be registered with the agent using the Manage Certificates option
in DataZen Manager. This ensures that the agent can access the X.509 certificates.

In addition, the agent must be configured to select which certificates can be used for authentication
and/or signature, as described in the Finalizing Agent Settings section. Two tabs are available under the
Certificates section: Signing Certificates and Authentication Certificates.

See the online help documentation (https://portal.enzounified.com/docs/datazen/datazen-security-
x509) for more information.

Please note that if at least one certificate is selected under Signing Certificates, all
connections using Token-based authentication must be signed.
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