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User Guide

The Any to Any Data Replication Engine.

Released On: 10/14/2022

This documentation provides detailed configuration settings, options, and technical specifications for
configuring data replication jobs across data sources.
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Introduction
DataZen is a data replication platform that allows you to copy data from any source system into any

target system. DataZen supports the following use cases:
Copy all records from any source system into one or more target systems
Identify changes made to a source system and forward them to one or more target systems

Listen for messages and forward them to any target system
Use JSON, XML, CSV, or Parquet files as data sources or target files

The following diagram depicts the various scenarios that are possible with DataZen. Because DataZen
can inspect messages, perform relevant message conversions, and supports a large number of
authentication mechanisms, it can forward full record sets or only the identified changes in the correct

target format.
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Concepts and Terminology
Let’s start by introducing a few technologies and concepts related to data replication that apply to

DataZen.

Data Sync Agents
A Data Sync Agent is needed to read from and/or write to a system. It is best to install a Data Sync

Agent close (for optimum network bandwidth reasons) to the systems that the agent will read from or
write to.

For example, if you have a source system (ex: an Oracle database) in New York, and want to replicate
changes to a Kafka endpoint in Atlanta, you would likely install two agents: one in each location.
However, it is possible to use a single agent to perform both the read and write operation for most

implementations.
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The Data Sync Agent is made of a few components:

e Job Readers —read data from any source system

e Job Writers — write data to any target system

e (CDC Engine — internal engine that automatically detects changes (Synthetic CDC)

e Staging Store — stores configuration settings and state information of the source data

e HTTP/S Listener — a controller listener that DataZen Manager uses to manage the agent
e Sync File —a Universal Change Log that can be copied and played back

Data Sync Agents require a connection string to a Staging database stored in SQL
Server, as specified in the Installation instructions. Each agent is licensed separately.

Job Readers and Job Writers Overview

Job Readers and Job Writers are designed to communicate to source and target systems supported by
DataZen. A Job Reader Job fetches data from the source system at the specified interval, when started
manually, or automatically for messaging consumers. Job Readers then forward data extracted from the
source system as-is, or forwards the data to the DataZen Change Data Capture (CDC) Engine to extract
changes automatically (a.k.a. Synthetic CDC). If a change is detected in the source data, a Sync File is
produced in the specified output directory.

Change Logs hold the changes that were detected from the source system and stored in a universal
format so that it can be played back on any target system. When first created, the Change Log may
contain all the records from the source system. To learn more about Sync Files, see the Data Sync Files
section.

@ reAvER  e———) Q. WRITER

Change Logs.

Job Writers start on a schedule and inspect a shared folder for new Sync Files; they can also be started
upon completion of a Job Reader using a Job Trigger. When a new Change Log has been detected, the
Job Writer extracts the data found in the log, converts each record in the format expected by the target
system, and executes the necessary command(s) against the target system.

When the target system is a relational database, an Upsert operation is either an
Insert or an Update operation depending on whether the record is found in the target
system or not based on the Key Columns specified.
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This architecture allows Job Readers and Job Writers to reside on entirely different networks, with only a
network share or cloud folder (or an FTP site) in common. Because the Change Log can also be
encrypted using PGP, the Change Log can also be stored on any public cloud platform.

Synthetic CDC

DataZen has a built-in data differential engine that can quickly identify net changes of data sources over
time. This feature is designed to extract changes from source systems that do not offer a change stream
or that do not have a mechanism to keep a high watermark pointer.

DataZen triggers the internal synthetic CDC identification automatically based on the type of source
system and options selected for the job. Generally speaking, this differential engine tracks the signature
of source records in an internal staging database and compares them over time as records are being
extracted from the source system.

The synthetic CDC engine is bypassed in the following scenarios:

- the source system is a CDC data source itself (such as SQL Server CDC or Change Tracking)
- the job reader does not specify a Key Column

When the Synthetic CDC option is bypassed, all records detected from the source system are forwarded
to the Sync File.

Direct Sync Operations

While Job Readers and Job Writers can be created individually for maximum reuse and multi-casting, it is
possible to create a single job that performs both Read and Write operations. A Direct Sync operation
creates Sync Files behind the scenes; these files can be automatically deleted if desired.

The Advanced Settings tab allows you to control whether sync files are deleted upon completion:

Data Source  Replication Settings PGP Encryption  Advanced Seftings  Data Pipeline  Target System  Triggers

Use these settings to control the behavwior of the Reader.

Bypass TOP/LIMIT N heuristic logic
Ovemide defautt TOP/LIMIT N heuristic value: | 10000

4k

Source Execution Timeout (sec): 0 =
Bypass Detailed Schema Extraction Step
Keep Sync Files upon job completion

Target Emor Handling:| Throw an emor and stop processing ~
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Job Types
Once a Data Sync agent has been configured and registered in DataZen Manager, you can start
managing Job Readers and Job Writers. The following types of jobs can be created:

e Data Sync Job — a reader (and optionally a writer) that can access any source system except
messaging platforms

e Sync Writer Job — a writer that reads from a Sync File

e Messaging Consumer — a reader that listens from a messaging platform (and optionally a writer)

e Passthrough Consumer — a simpler reader that forwards messages from one messaging
platform to another

Multicasting
This allows you to replicate data to multiple systems if the Job Reader being used as the source does not
have a Job Writer specified as part of its definition; in other words, the Target System for the Job Reader
must be set to None.

For example, the source system could be a SharePoint List; you can create two Job Writers pointing to
the same folder where the Sync Files are located, and replicate data to a SQL Server database and
MongoDB Atlas database using an ODBC Driver or Enzo Server.

o= @
DataZen ‘ ‘
iz Writer SQL Database
DataZen
ﬂ> Reader »
-y : o= 0
SharePoint List : Dataz
Change Log ‘? en »
Writer

MongoDB Atlas

Connection Strings

Before creating replication jobs, it is necessary to first configure connection strings. Connection strings
help you define connection settings for all the necessary source and target endpoints for all supported
data sources, including Cloud Drives & FTP sites, Databases & ODBC drivers, Messaging endpoints, and
HTTP/S endpoints.

To manage connections, select the desired agent and choose Configuration -> Central Connection
Strings. From this screen you can add, duplicate, delete or edit connection strings.

Central Connection Srings To create a connection, select
Uss this screen to manage connection strings that can bs reussd across jobs NeW and Choose the type Of
: X Delete | @ Duplicate | % Ty Comnection.. connection you would like to
Database C
g e create.
HTTP/S Endpoint... ast-1 amazonaws.com
Messaging Endpoint... lschoolbusdev servicebus windows net/:;
ischoolbusdev servicebus windows net/; . .
Drive Connection.. To edit a connection, double-
AzureStore userdata
REFETETast B i bl et v e ting, mom Asts Click on it.
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Database & ODBC Connections

Database connections typically require an ODBC driver installed on the computer where the agent is
installed, and on the server where the Manager is installed. Specific options are available for SQL Server,
Oracle, MySQL, Teradata, and a more generic configuration screen for other ODBC drivers.

SQL Server Connection

Connect to Database - o x Choose SQL Server (Native Provider) when connecting to an on-
Connect to the datcbase that wil store Enzo Deta Sync jobs and configuration sefings premise SQL Server database, Azure SQL Server or for Enzo
Friendly Name: sql2017 {name must be unique) SerVer.
System: 5QL Server (Mative Provider]
Blank out the Port number to use the default port.
Port: L -
Datzbase Server: [locakhost i i i .
If no database is provided in the dropdown list, type the
Authentication: Windows Authentication ~

database name to connect to.

Click Try Connection... to make sure the credentials are correct.

Connect Timeout: |10 =

Then click OK.
Database Nams: [DatalakeDev -
[ Create the database if it doesnt exist
Try connection... Cancel
Connect to Datzbase - o x Choose SQL Server (ODBC Driver) if you would like to use a
Comnect tothe datahase that wil sore Enso Dt Sync jobs an carfiguraton sttngs specific SQL Server driver installed on your machine. An ODBC
N T s st e ) Driver list will be displayed showing you all available 64-bit
drivers.
System SG@L Server (ODBC Driver)
Por [ ] ety i i
) : ) Note: Only 64-bit ODBC drivers can be used.
Database Server: ‘\ocalhosl
ODBC Driver: ~

SQL Server

Authentication SQL Server Native Cliert RDA 11.0
ODBC Driver 13for SQL Server
SQL Server Native Cliert 11.0
QDBC Driver 17 for SQL Server

Connect Timeout: |10 =
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MySQL Connection

Database Connection - [m]

Enter connection string settings below and click OK
System MySQL (ODBC Driver) v

Por L ] covecrmymomanpen

Database Server.  [lacahost

ODBC Driver: [MySQL ODBC 8.0 ANSI Driver |

Authertication:

User Id:

Password

Database Name:

Database Authentication i

[sakila -

OK Caneel

Oracle Connection

Connect to Database

— O X

Connect to the database that will store Enzo Data Sync jobs and configuration settings

Schema Name:

Try connection...

Friendly Name: MyCraDB| {name must be unigus)
System: Oracle {ODBC Driver) ~

Port: {izzve empty for defzult port)
TNS Name [0RCLFDB

ODBC Driver Oracle in OraDB15Home1 ~
Authentication: Database Authertication a

Connect Timeout: |30 =

<

[] Create the database f it doesnt exist

Canl

GENERAL RELEASE

To connect to a MySQL database, choose My SQL (ODBC
Driver). You must have installed a valid 64-bit MySQL ODBC
driver separately.

Note: Only 64-bit ODBC drivers can be used.

Blank out the Port number to use the default port.

If no database is provided in the dropdown list, type the
database name to connect to.

Click Try Connection... to make sure the credentials are correct.
Then click OK.

To create an Oracle connection, choose the Oracle (ODBC
Driver) option.

Note: Only 64-bit ODBC drivers can be used.
Select the correct Oracle ODBC driver (must be installed
separately) from the list and enter your database

credentials.

Click Try Connection... to make sure the credentials are
correct. Then click OK.

10
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Teradata Connection

Connect to Database - O

X

Connect to the database that will store Enzo Data Sync jobs and configuration settings.

Friendly Mame: MyTeradataConnection (name mist be unique)

System Teradata (ODBC Driver) ~

Database Server |Tera DB

ODBC Driver: Teradata Database ODBC Driver 17.00 ~

Authentication: Database Authertication ~

Connect Timeout: |30 $

Database Name: ‘ ~ |

[ Create the database if it doesnt exist

s I e e

Try connection... Cancel

Generic ODBC Connection

Drive & FTP Connections

Connect to Database - O x
Connect to the database that will store Enzo Data Syne jobs and configuration settings
Friendly Name: simba-bigtable {name must be unique)
System: Other (ODBC Driver) ~
Connection Sting: |DSM=bigtabledata

GENERAL RELEASE

To connect to Teradata, select Teradata (ODBC Driver) from
the list of options.

Note: Only 64-bit ODBC drivers can be used.
Blank out the Port number to use the default port.

Select the Teradata driver (must be installed separately) and
enter your database credentials.

Click Try Connection... to make sure the credentials are
correct. Then click OK.

To use a generic driver, such as a Simba ODBC driver,
choose Other (ODBC Driver). You can either enter the full
connection string here, or enter a DSN name you have
created using the ODBC Manager (64-bit).

Note: Only 64-bit ODBC drivers can be used.

Click Try Connection... to make sure the credentials are
correct. Then click OK.

Drives and FTP connections allow you to replicate files (XML, JSON, CSV and Parquet) stored locally, on
cloud drives, or on FTP servers. In addition, these connections can be used to share Sync Files between

Job Readers and Job Writers.

Local Path
Configure access to a local or cloud drive below.
Friendly Name: (name must be unique)
: Senvice Type: Local Path o
| Local/UNC Path:
| Login As User: (optional)
Login As Password:

| Trvconnecten oK Cancel

Choose Local Path when the files are located on a local drive or
a UNC path. If the path requires credentials, specify them in the
Login as user and password fields.

11
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AWS S3 Bucket

Drive Connection % Choose AWS S3 Bucket when the files are located on the
Configure accessto alocal or cloud drve belon Amazon Web Service platform. Both an Access Key and Access
Frndly Name (ramemustbe unisue) Secret key is required. Select or type one of the available
regions, the enter the S3 Bucket to use.
ey [==
Access Secrel: [ When the keys are valid, you can use the Dropdown to view all
AWS Regi -1 ~ . e .
e :% available buckets, and create a bucket if it doesn’t exist.
~| Create...
Azure Blob Container
Drive Connection % Choose Azure Bloc Container, and specify an Azure Connection
Configure access 0 & local or dloud dive below String; you can create a Blob Container from the screen if
Friendly Name AaureStore (rama mast e urique) needed, or select a default container from the dropdown box.
Azure Blob Container
Connection String [ |
Blob Container: userdata ~ | Create..
Account Name: bscdev
FTP Site
Drive Conmection % Select FTP Site to connect to an FTP server.
Configure access to a local or cloud drive below.
Frindly Name BSCFTPTest [ Enter the full FTP URI, starting with ftp://...
FTP Stte:
The Folder Path must be entered separately and start at the
FTP URI ftp.//ftp ig.com .
P s = root of the FTP site.
User Id. bl
Password: [T Enter the User ID and Password to use, and check the Use
% . . .
e Passive Connection if needed.
The Ignore SSL Errors option is currently experimental; its purpose is to
1y connection. 0K Cancel L. . .
5 _— eliminate SSL errors from FTP sites using older or outdated SSL

certificates.

Click Try Connection... to make sure the credentials are correct.
Then click OK.

HTTP/S REST Connections

Use this connection type when accessing REST APl endpoints, such as Twitter, Facebook, Google or any
other cloud service directly. All HTTP/S connections require an endpoint, an authentication mechanism,
and offer Call Rate and Kilobyte Rate limiting options to limit the speed of the calls.

12
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HTTP Endpoint

Configure an HTTP/S Endpoint below used to fetch/push XML or Json data

Friendly Name FLCounties

(name must be unique)

HTTP Endpoint URI:  [fitps://dos myfierida.com Abrary

Authentication None )

Call rate lmiting: Calks Per Minute v
KB rate lmiting KB Per Minute v

API Key

HTTP Endpoint

Configure an HTTP /S Endpoint below used to fetch/push XML or Json data.

Friendly Name hitp 1

{name must be unique)

HTTP Endpoint URI: [fip://locahost 19550/bsc/rabbitma/

Authentication APl Key v

Parameter Name: ~|auth Token|

AP Key [

[] Send as Query String instead of Fom Header
Encode secret using Base-64 Encoding

[ Call rate limiting:
[ KB rate limiting:

Calls Per Second
KB Per Second

Basic Authentication

Obtain OAuth Token

HTTP Endpoint

Configure an HTTR/S Endpoint below used ta fetch/push XML or Json data

Frendy Name: MailchimpEnzo {rame must be unque)

HTTP Endpoint URI:  |fttps://us3.api mailchimp com/3.0/

Authertication Basic ~

User Id: user

B [

Encode secret using Base-64 Encoding

Obtain OAuth Token

GENERAL RELEASE

Enter a name for the connection, and a complete HTTP URL.

When no authentication is required, select None in the
Authentication option.

You may enter rate limiting for both the frequency of the calls
and the amount of data retrieved from the service within a time
window. In this example, we have set a limit of up to 10 calls per
minute and no more than 15KB per minute. When either of
these thresholds is reached, the job will slow down.

Click Try Connection... to make sure the credentials are correct.
Then click OK.

The following section explains how to setup various authentication options.

Some services require APl Key authentication. This is usually
done using a custom header key/value pair, or sent as a Query
Parameter added to the URL.

This example shows you how to setup an HTTP connection to a
local Enzo Server to call the RabbitMQ adapter.

To send the API Key as a query parameter, check the Send as
Query String option.

The encode the key using Base-64 encoding, select the Encode
secret using Base-64 Encoding option.

Some services require Basic Authentication. This is usually done
using a User Id and Password, and hashed into a single value as
part of the Authentication header of a request.

This example shows you how to setup an HTTP connection to
the Mailchimp v3.0 APl using Basic Authentication.

13
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Token Authentication

HTTP Endpoint X
Configure an HTTP/S Endpoint below used to fetoh/push XML or Json data
ety e | i
HTTP Endpoit URI: [Https //api github.com/repos/docstest
Authentication Token v
Personal Token: | ]
Obtain OAuth Token.
[ Encode secret using Base-64 Encoding

Bearer Authentication

Configure an HTTP/S Endpoint below used to fetch/push XML or Json data

HTTP Endpoint X

Frendly Name: GoogleSheet 1 {rame must be unigue)

HTTP Endpoint URI: |ttps://www googleapis.com/drive /v2/ies

Authertication: Bearer v

Bearer Token:

Obtain OAuth Token
[ Encode secret using Base-64 Encoding

GENERAL RELEASE

Some services require Token Authentication. This is usually done
by first obtaining a Personal Access Token (PAT), and added as
part of the Authentication header of a request using the Token
authentication scheme.

Some services require Bearer Authentication. This typically
requires obtaining an OAuth 2.0 token. If you have the token
already available, simply paste it in the Bearer Token field.

To obtain an OAuth token or a Refresh Token, click on the
Obtain OAuth Token... link.

Certain services (such as Twitter) generate a Bearer token directly, and/or the Bearer

Token never expires. In these cases, you may choose to paste the Bearer Token into
the Bearer Token directly without using the OAuth Token wizard.

DataZen supports OAuth 2.0 with or without Refresh Tokens and allows you to customize the requests
made to regenerate tokens automatically. The OAuth Wizard also supports client-flow authentication

and allows you to authorize DataZen directly.

To generate a new Bearer Token click on the Obtain OAuth Token link and follow these steps:

Fihe OALth service isinthe list below, you can select it to pre-corfigure most setings.

© Use 2 pre-configured OAuth setting
Google Cloud OAuth 2.0 Settings

Google cloud OAth 2.0 configuration with support for Refresh Tokens

1 (O Customize OAuth Settings

| Enter/Overide the Clent-Flow Authorization URL here:
|

[tps://accounts google com/o/oath/v2/auth

If the service you would like to configure is listed in the pre-
configuration list, select it. In this case, the Google Cloud
OAuth 2.0 option is selected. Because this service requires
a client-flow authorization, a Token URL is automatically set

ML below.

In some cases, you may need to modify the URL to include
an Account ID or Tenant ID, as needed.

If you want to connect to another endpoint, not found in
the pre-configured list, choose Customize OAuth Settings.
Select whether or not the service requires client-flow

authorization.

Click Next.

14
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Erterthe necesaary romation below ard chck hext

Clert Paramater and ent ja

This service does rct recure & ciet flow authertication. Plasse enter your Clert 1D o AP Key for the chent i fied and cick Next

¥ihia services doesnt requre @ chent i or AP Key, leave the fied blank and cick Next

Swechto classc U Previus [ Cancel
Ente the necessary rfomation below and cick Next
Cent Parameter and [gen e RIS 0o cordeserertet con
gt | A v gogeserotent com |
Redrect UR! fedrectm ahost
Response Type: fesponse e | Foce
Scopes soope’ Fétos //wwew googleapss com/auh - athid

Authorization Code (access token):
Stat Clent
Aushozation Fow

Enerthe e and cick om Stan Clent & Flom 1o cbtain 2n 2

| R hitps:facoounts google comloloauthv2iaut

Swich to dlassic Ul < Previous Next > Cancel

Select or manually add the scopes that the authertication token wil include.

scope: | o] pagsome

Remave

Scope

hitps://www.googleapis com/auth/spreadshests
https://www googleapis com/auth/drve file
hitps://www.googleapis com/auth /dive

Click here to view al the scopes provided by the senvice (opens a browser) oK Gangel

Enterthe Token URL below along with the Clert Secret

Bearer Token  Refresh Token Setiings

G
Call Bearer Token
HTTP Nethod: GET v endpoint
| Atharization Nore v
Ofuth Bearer Token URL:  [itps://0auth2 googleapie.com/token ]
Enter he Token URL for e samvice
oy o /=

Query Params; 2 ] O URL Encode

] () URL Encode

Bearer Token: |
Refresh Token: [

Swichto dlassic Ul < Previous Cancel oK
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Without Client-Flow Authentication

If the service does not require client-flow authentication, a
simpler screen will be displayed in which you can enter
your client id, which will be used in the following screen.

With Client-Flow Authentication

If the service requires client-flow authentication, this
screen will display the necessary options to start the flow.
Each parameter is customizable, including the parameter
names and values.

Once the values are specified, click on Start Client
Authorization Flow. This will open up your local browser
and allow you to authentication and obtain a code (or
access token).

NOTE: in most cases, DataZen will intercept the response
and automatically extract the code. If necessary, you can
also obtain the code from the browser window manually
and paste it in the Authorization Code box. Keep in mind
that these codes (or access tokens) expire relatively quickly.

Most services require the use of Scopes, to determine what
access level you require. When possible, DataZen selects a
default scope for you; however, you should review the
service documentation to ensure you select all the scopes
you need to authorize DataZen to access the desired
service endpoints.

To select the desired scopes or to open the URL that lists
the scopes available (when possible), click on the ... next
the scopes textbox. Please note that not all available
scopes may be listed in the dropdown box.

This last step allows you to obtain a Bearer Token, and
when possible/available a Refresh Token. If you selected a
pre-configured endpoint on the first screen, these settings
will be selected for you; just click on Call Bearer Token
Endpoint to obtain your token(s). This call may only work
once; access tokens generated in the previous step can
only be used once.

Some services require the use of an additional user id in
addition to a secret; for these endpoints, select User Id &
Secret in the dropdown box; the Ul will be changed to
allow you to enter a user id value.

This screen allows you to change the majority of the
settings to call the token endpoint, including the HTTP Verb
used (GET, POST, PUT), and Authentication Mode (None,
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The following replacement tokens are available for both the Query
Parameters and the Payload:

{user_name} —the User Id provided on this screen
{client_secret} — the Secret value provided on this screen
{code} — the code obtained on the prior screen

{scope} —the list of scopes provided on the prior screen
{redirect_uri} — the redirect URI provided on the prior screen
{client_id} — the Client Id value provided on the prior screen
{grant_type} — the grant type entered on this screen
{token} — the current Bearer Token

{refresh_token} — the current Refresh Token

Enter the Token URL below along with the Client Secret
Bearer Token  Refresh Token Settings
F needed. use these settings to control the refresh behavior using Refresh Tokens.

| HTTP Method: | GET ~
Auhorzation:  None v

Call Refresh Token
dpoirt.

Leave the URI blank 1o Uz the bearer andpsint

Refresh R

Query Params. ] 8 URLEncade

[ | O URLEncode

Bearer Token:
Refresh Token:

E1[E

Switch to classic Ul < Previous Cancel

<
E

Messaging Connections

GENERAL RELEASE

Basic) and the Grant Type for example. You can also
customize the Query Parameters and the Payload.

When building a custom HTTP Query and/or Payload, you
can either enter the necessary values directly, or use
replacement tokens.

For example, the following queries are equivalent assuming
the redirect URI provided in the previous screen was
https://localhost:

redirect_uri=https://localhost
redirect_uri={redirect_uri}

When the service supports Refresh Tokens, you can further
configure the way the refresh operation will be made. Click
on the Refresh Token Settings tab.

Similarly, you can configure the grant type, the HTTP
method, the authentication mode, and the URI to call along
with the query and payload parameters.

If the refresh URI is left blank, the bearer token endpoint
specified on the Bearer Token tab will be used.

NOTE: If your refresh token has expired, you may need to
go back to the previous screen and generate a new access
token.

DataZen can connect to a number of messaging platforms both as a Message Consumer and Message

Publisher.

AWS SQS

Messaging Connection X

Corfigure a Messaging Endpoint connection below used to push XML or Json dat.

Fiiendly Name: awsSas1 (pame mst be uiaue)

AWS S5

AWS 5QS Service URL: [itps://sqs us-ast-1.amazonaws.com

focess Key
Access Secret

AWS Account ID: | —|

Defauit Queue Name:  [queuel01

Azure Event Hub

| Messaging Connection X

| Cortigure s Messaging Endpoint connection bekow used1to push XML or dson data

Frendly Name: rame mst e e

Everd it Nemespace Conection Sting

Evert Hub Mame: | togeora
Rty Court 3
| Reuy Delay (seci:

|
HINT, Uzt an vt Huls Namessacs Connecion Sueng msiead of 1 Evertbish camnaciin sireg.

To connect to an AWS SQS queue, choose the AWS SQS Service
Type. Enter the AWS SQS service URL (usually similar to
https://sqs.AWS-REGION-NAME.amazonaws.com), your access
key, access secret, and your AWS Account ID.

You can specify a default Queue Name to be used by Jobs. Click
on the ellipses to view available queues.

To connect to an Azure Event Hub, choose the Azure Event Hub
Service Type. Enter the Event Hub Namespace connection
string.

WARNING: The Azure Portal also provides an Event Hub
Connection string; it is recommended to use the Namespace
connection string instead since it is not limited to a specific

event hub.

You can specify a default Event Hub Name to be used by Jobs.
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Azure Service Bus

Messaging Connection % To connect to an Azure Service Bus, choose the Azure Service
Configure a Messaging Endpoint connection below Used to push XML or Json data BUS Service Type Enter the service Bus Namespace con nection
Friendly Name: AzBusEvertsTopic {rame must be urique) .
= string.
Azure Service Bus
Asure Bus Namespace Comnection Sting:
e - & WARNING: The Azure Portal also provides specific Service Bus
P —— ) - T
o= Connection string; it is recommended to use the Namespace
o ——— ] - - connection string instead since it is not limited to a specific

endpoint.

You can specify a default Queue, Topic, or Subscription to be
used by Jobs.

Google PubSub

[ issging Comecton x To connect to a Google PubSub service, choose the Google
e | PubSub Service Type. Enter the PubSub endpoint, which is

e usually pubsub.googleapis.com:443.
Goagle Endpoint pubnb googleaps com 443
el - Enter your Project ID and your entire OAuth 2.0 Client ID JSON

5 file in the respective fields. You can download your Key JSON file
oo T [ - from the Google Cloud portal.

Defauk Subscrption: | datazenaut

You can specify a default Topic and Subscription to be used by

Jobs.
Kafka
[ Mecsging Conmection x To connect to a Kafka service, choose the Kafka Service Type.
c::.'.W.\,m‘"m.mm.mmimf.mm Enter the Kafka endpoint, which is similar to pke-

epwny.eastus.azure.confluent.cloud:9092 when connecting to
a Confluent Kafka endpoint.

Servers Nome: pke-epuny easua anre corfuert oud 3032 o cebost U152 140.1,10:083
o iantass g ramal

PLAIN

SALS/SSL

Enter the various connection settings, including your User Id and

LoD = Retry Count s . . . . . .
i M;!______\ ey Doy bect 1% Secret. The Topic name is optional; you can view available topics
"asgword /Secret: = Message Tmecut lesch § 3

by click on the ellipses.
Meszaging Comnection x To connect to a MSMQ queue, choose the MSMQ Service Type.
Configure a Messaging Endpaint connection below used to push XML or Json data. Enter the MSMQ Queue Path. TO connect to a Iocal private
Friendly Name: msmq-datazen {rame must be unique)

queue, use this notation: .\private$\myqueuename.

[E

oot Mo b ST To locate queues on your network, click on the ellipses.

Consumer Fomatter: | XML Fomnafter <

You can also specify the default formatter to use and a default
message label when sending messages.

17
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RabbitMQ

RabbithQ

-

(lsave biank for the defaut exchange)

(dea-oter quese sxchange)

(das-tterqueve exchange outing key)

Big Data/NoSQL Connections

BigData and NoSQL endpoints are treated by DataZen as specialized HTTP/S endpoints; as such, they
also support Call Rate and KB Rate limiting as explained in the HTTP/S REST Connections section.

Google BigQuery

BigData/NoSQL Connect tion

Configure a BigData or NoSal Endpoin storing Json or XML documents

Friendly Name

GCBigQuery (name must be unique)

Google Endpoint
Project Id

Defauit DataSet
Defauit Table

Key Json Content:

Google BigQuery

lhttps://bigquery googleapis com /bigauery/v2/

iproject-id|

CosmosDB Databases

Corfigure a BigData or NoSal Endpoit staring Jsen or XML documents

‘ Friendly Name:

(name mustbe urique)

Service Type:

Connection String:
Account Name:
Defautt Database:
Defautt Table:

Job Readers

Data Sync Jobs consist of a Job Reader, and optionally a Job Writer. This section explains the various Job
Reader options.

Create a Sync Job
To create a Data Sync job, select the desired Sync Agent, and follow these steps:

GENERAL RELEASE

To connect to a RabbitMQ service, choose the RabbitMQ Service
Type.

e Enter the host name where RabbitMQ is listening on

e  To use the default exchange, leave the Exchange value
blank

e You can choose specific exchanges, such as Direct,
Fanout, or Topic

e  Enter the User Id and Password used to authenticate

e Specify any additional option as needed

To connect to a Google BigQuery endpoint, choose the Google
BigQuery Service Type. The Google endpoint for this service is
usually: https://bigquery.googleapis.com/bigquery/v2/

e  Enter your project id

e  Enter the entire OAuth 2.0 Client ID JSON file in the
respective fields. You can download your Key JSON file
from the Google Cloud portal

e Specify the default DataSet and Table to use

To connect to a CosmosDB database endpoint, choose the
CosmosDB connection Type and enter the Azure Connection
String to the CosmosDB service. The Account Name will be
automatically extracted and displayed.

Choose a default database and table from the dropdown lists.
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File  Cenfiguration

Help

& RUNNING
e

weathost -» EnzeStaging
http://devlap04:9559
Enterprice Edition

Mew... =

x
&
Mg
%  Mew Sync Writer...

History...

New Data Sync...

=0

New Messaging Consumer...

1§ New Passthrough Consumer...

Data Sync Writer from Selected Reader...

TTETE T

y

New Sync Readler

Asyn reader fetches data from a source database table and saves the records into a Data Syncfile that can later be used to push ehanges into another database.

Job Name: |mysql-addresses Afiendly job name must be unique)

Data Source  Replication Setfings PGP Encryption  Advanced Settings  Date Pipeline  Target System  Triggers

- o X

Source Connection

simba-bigtable
enzo9550
5012017

912013
YouTubeEnzo

~

Source Connection:

mysqleakia v] 2] vew..

SQL Read:

SELECT * FROM address

[ Apply JSON/XML Column Transformation

Max rows: (3 -

preview »

] adiess address? it oty id portal_code
47 MySakia Diive Aberta 30
2 28 MySQL Boule. aLo 576
3 23 Workhaven L. Aberta 300
>

GENERAL RELEASE

Select New -> Data Sync...

A Data Sync job always creates a reader, and
optionally a writer. When a writer is also created,
the Data Sync job is called a “Direct” job.

Specify a Job Name; the name must be unique for
this agent; it is recommended to use a descriptive
name. Special characters are not allowed.

Select an existing source connection, or click on
the ellipses ... to manage connection strings. See
the Connection Strings section for more
information.

When using a database connection, enter a SQL
command and click the Preview... link.

You can enter any valid SQL command including
EXEC calls for SQL Server. However, simpler SQL
commands may enable Data Zen to apply
windowing heuristics to optimize data fetch
operations.

NOTE: If the SQL command is too complex, the
preview may return all available records.

The above example shows you how to create a Reader that connects to database or an ODBC driver. However, the Job
Reader can read from flat files, HTTP REST APIs, and Messaging platforms. See the File-Based Replication, Messaging
Replication, and HTTP REST API sections for more information.

Data Source Replication Seftings ' PGP Encryption  Advanced Settings  Data Pipeline  Target System  Triggers

Key Columns:

Timestamp/Date Column

Schedule

Terget Sync

Sync File Local/UNC Path

[address_id

Columns used to identfy unique records (separated by a comma)

[ Mentfy and propagate deleted records

The column used to identfy changed records (optional). If selected. it must be part of the data being remeved.

on demand

Select 2 predefined Cron schedule, or type a custom Cron schedule (Quartz Cron}

Local or UNC folder ~

C:\tmp'datasync_eader ek

Select 2 local or UNC path where Syne Files are located; the path must akeady exist

Note: The Target Sync option allows you to choose a folder where
the Sync Files will be created; you can also choose an FTP site or a

cloud drive.
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Click on the Replication Settings tab. Choose one
or more Key Columns. Key Columns are used to
identify changes.

Select or type the desired Cron schedule.
NOTE: If no key columns are specified, Data Zen

will only create Full Data Sync files and all source
records will be forwarded every time.
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Data Source ~ Replication Seftings | PGF ENGIYPHON | Advanced Settings Data Pipeline  Target System  Triggers

To encrypt the Data Sync files, chaose a PGP Public Key: only the party wih the Privaie Key will be able to decrypt the fies.

Public Key Fie: ik,

The PGP Encryption File that wil be used to encrypt the output fle. Leave empty to leave the fle un-encrypted

Data Source  Replication Settings PGP Encryption  Advanced Settings - Data Fipeline  Target System  Triggers
Use these settings to control the behavior of the Reader.

[ Bypass TOP/LIMIT N heuristc logic
[ Ovenide defauit TOP/LIMIT N heurstic value: 10000 >
Source Execution Timeaut (sec). 0 =
[ Bypass Detailed Schema Extraction Step
Keep detalled execution log
Target Evor Handing:| Throw an emor and siop processing ~
[ Retry befors handing the emor
1
1

Linear

DLQ Path: pick

Data Source  Replication Settings PGP Encryption  Advanced Settings  Data Pipeline

& Add ~ (¥) Run Data Pipeline Move Up Move Down

Data Source  Replication Seftings PGP Encryplion  Advanced Settings  Data Pipeine  Target System  Triggers

Target System: hd

El No target is selected. This job will create Change Log fles for consumpton by other jobs.

Data Source  Replication Settings PGP Encnyption  Advanced Settings  Data Pipeline  Target System  Triggers
[ Enable Job Trggers

Job Name Condtion
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To encrypt the Data Sync File, select an existing
PGP Public Key.

The Advanced Settings tab allows you to control
the way DataZen selects records from the source
system. These options can be useful to control
memory usage for tables containing millions of
records.

You can also choose how errors are handled using
a retry strategy. The Dead Letter Queue (DLQ) path
can be specified here. Check the “Keep detailed
execution log” option if desired.

The Data Pipeline tab allows you to add data
masking, data filtering, data quality validation,
data hashing, and adding dynamic columns. See
the Data Pipeline section for more information.

The Target System tab allows you to select the
system where the records will be sent to. Leaving
this option blank allows you to create Change Logs
that can be replayed at any time in the future.

If you choose a target system, you will not be able
to replay the change logs.

Job Triggers allow you to start other jobs when this
one completes. Various options are available. See
the Triggers section for more information.
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= Click OK to save the Data Sync job.
Lt e
c Select the newly created reader, right-click onit,
e and select Run.
i {ra
e .
T —— e — NOTE: If you have specified a Cron Schedule, the
[T R .
o EET— job starts automatically.
& Hide Crutput Log 1) Expart Log... ] OutputLevel ~ ::;::ﬂ E
oo o
R T T e . B You can view the output of the job below in the
Nene s sren LaRnn o R e s s Log section. Make sure to select Debug Output to
st adresses ready MysaL 12/21/201 31658 bkey mysc-addreases k
saFead SELECT FROM o see all relevant details.
Path C-emp'datasyne_reader
e vy
DT Coorm
Lo P P
" ) Last Deleied Poirier
HdeDleml 9 Export Log. & ot Lo o :‘::;t“ :I’“

191 [ e s .
Coatetn 1221001 33525

Lzt Execuson (wih changes}

m 12/21/2021 316:54 PM

Execution (d 1640121415670
Success Tre

Package Fie | tmp)detasyme_reader mysg-adcre

Map Fecuce Tme 02112438

Once the execution of the operation has
completed, the Last Execution (with changes)
window will show fetch statistics including the

Last Execution (with changes)

12/21/2021 9:16:54 FM

Ereauion ld 1640121415670 time it took to perform the read options and the

s T . .
Hecess e change data capture. The output file (Package File)
Package File C:\tmp*\datasync_reader'mysqgl-addre....

is also found here.
Records Read 603

Records Deleted |0

Records Available | 603
Execution Time 0.0754865
Map Reduce Time | 0.2112438

We can see that 603 records are available.

The Execution Id is a sequence number for a Sync file; because the Execution Id
represents a date/time, this number increases every time a new Sync File is created.

Database Job Reader

When the source system is a database, such as a SQL Server database or an ODBC driver, the Job Reader
consists of a SQL command. The SQL command itself needs to conform to the source database platform.
However, depending on the settings of the Job Reader, the SQL command may be modified to reach
higher performance or to select a subset of the records used for replication. If using Change Data
Capture, the SQL command is generated automatically; see the Change Data Capture section for further
information.
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Generally speaking, the simpler the SQL Command, the easier it will be for DataZen to modify it for
performance needs. However, these optimizations are optional. You can, in theory, create any script
supported by the database engine here, including Group BY operations, JOINs and calling Stored
Procedures and Functions.

If the SQL Command is too complex, the Max Rows options may fail silently and return all available rows
instead.

When using a database connection, enter a SQL
command and click the Preview... link.

Source Connection; | mysal-sakila [ | view

SQL Read: SELECT * FROM address

You can enter any valid SQL command including
EXEC calls for SQL Server. However, simpler SQL
commands may enable Data Zen to apply
windowing heuristics to optimize data fetch

(] Apply JSON/XML Column Transfomation operations.
Maxrows: 3 [ address_id address sddress2 district cty_id postal_code:
oeview » 47 MySakia Drive Aberta am .
2 28 WySaL Boule o 57 NOTE: If the SQL command is too complex, the

3 23 Workhaven L. Aberta 300

preview may return all available records.

Change Data Capture
Using Change Data Capture instructs DataZen to read from known internal tables of the database engine
in order to capture changes, and bypass DataZen’s internal synthetic CDC Engine.

NOTE: When a CDC method is used, the Key Columns and Deleted Record identification options are
automatically set and are disabled.

This feature is currently only available for SQL Server databases.
If you need to transfer all initial records from a source table, consider enabling CDC
first, then perform a backup/restore of the table(s) manually. The CDC features only
forward database changes; not the initial records.

Two modes are available for SQL Server: Change Data Capture and Change Tracking.

Change Data Capture

If your SQL Server database version supports the Change Data Capture option provided by the database
engine, DataZen can read the underlying CDC tables to extract the changes directly. The database
selected must be setup for CDC; DataZen can assist with this operation; click on Enable CDC now to
allow CDC on the selected database.
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Method: CDC Table R
Database: d365 hl 1 This database is not setup for CDC.  Enable COC now
Table: Show CDC enabled tables only.
Capture Table:

B Inserts @ Updates [ Deletes Net changes anly

SQL Server CDC is not available on Express Editions of SQL Server.

Once CDC is enabled on the database, select the table to capture. Uncheck the Show CDC enabled
tables only to view all tables in the database. If the table is not enabled for CDC, a warning will be
displayed; you can enable the table for CDC by checking the Enable... link.

Source Connection: | deviapl4 ~ | | view...

Method: CDC Table &

Database: test ~

Table: [dbo] Jargesource] ~ | [_] Show CDC enabled tables only.

Capture Table: 1. This table is not setup for COC. Enable...

Once enabled, select the Capture Table to track and select the types of changes to track: Inserts,
Updates and Deletes. You can either capture all changes or only the net changes since the last call by
checking the Net changes only option.

Change Tracking
Change Tracking is another change capture feature of SQL Server databases; these internal tables

capture “net” changes only (as opposed to Change Data Capture). Choose the Change Tracking Table
method, and select the table to capture. If the table is not configured for change tracking, a warning will
be displayed; you can enable Change Tracking by clicking on the Enable link.

Metheod: Change Tracking Table ~
Database: test bl
Table: [dbo]. largesource] ~ | [_] Show CT enabled tables only.

1 This table is not setup for CT.  Enable...

B Insets @ Updates @ Deletes

Choose which change types you would like to track: Inserts, Updates, and Deletes.
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Overriding the Deleted Records Identification Method

When the source system is a relational database, there are three ways DataZen can identify deleted
records, if needed:

e Default Heuristic
e Custom Full Read
e Custom Change Data Capture

The Default Heuristic approach works best when no Timestamp/DateTime column is specified, or when
the Source SQL provided is a simple SELECT operation and the source system has relatively few records.
If no Timestamp/DateTime column is specified, DataZen infers deleted records by assuming the SQL
command returns all available records, and assumes that records missing from the previous execution
have been deleted. In other words, when no Timestamp/DateTime column is specified, DataZen does
not need to make another call to the source system. You can inspect and execute the modified SQL
command by clicking on the link next to the Identify and Propagate Deleted Records checkbox to
preview the output of the SQL command.

Deleted Records |dentification - m} >
Change the way deleted records ars identfied below

@ Use default heuristic approach and create the SQL command dynamically f needed
Use this option when the SQOL command that fetches the source data is a simple SELECT operation, or when no Timestamp/Date Time column is used

This is the mast efficent aption if no Tmestamp/Date Time column is used (no additional roundtip is needed)

) Use a custom 5QL command to retrieve ALL source records
Use this option if the default heuristic method faiks, and no Change Data Capture is avaiable on the source system

The SQL command should retumn all the source records (only Key Columns are needed); = Map Reduce logic is subsequently applied o infer deletad records

() Use a custom SQL command to retrieve ONLY DELETED records
Use this option when the heuristc spproach fails or is too slow, and the source system offers a Change Diata Capture mechanism to identfy deleted records
Specify the Token Column that wil be used to determine the next Token Value (i any}
SELECT TOP 1 FROM
SELECT *, VER (ORDER BY ProductKey) AS __ ROWNUM__FROM

Maxrows: |1 $ Productiey

preview 4 1

SUCCESS. The necessary columns were identified. 0K Cancel

The Custom Full Read approach allows you to enter a custom SQL command that returns all available
records from the source system; the command specified can be any valid SQL command, but must
return the Key Columns. Similar to the Default method, this approach assumes that the SQL command
returns all available records; DataZen assumes that records missing from the previous execution have
been deleted. Use this option if the SQL command generated by the Default Heuristic method is too
complex and the source system doesn’t offer a Change Data Capture mechanism.
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Deleted Records Identification - o x

Change the way deleted records are identified below.

() Use defautt heuristic approach and create the SQL command dynamically if needed
Use this option when the SOL command that fetches the source data is a simple SELECT operation, or when no Timestamp/Date Time column is used

This is the mast efficent option if na Timestamp/Date Time column is used (ne additonal reundtip is needed)

@® Use a custom SQL command to retrieve ALL source records
Use this option f the default heuristic method fails, and no Change Data Capture is avadable on the source system

The SOL command should return al the souroe records fonly Key Columns are needed); 3 Map Reduoe logic is subsequently apphed to infer deleted records

() Use a custom SOL command to retieve ONLY DELETED records
Use this option when the heuristic approzch fais or is too slow, and the source system offers a Change Data Capture mechanism to identy deleted records
Specify the Token Column that will be used 1o detemine the next Token Value (i 2ny)

SELECT ProductKey FROM DimProduct

Max rows: |3 2. ProductKey 2
Dreview 3 1
2
601 v
SUCCESS. The necessary columns were identified. OK Cancel

The Custom Change Data Capture option can be used if the source system offers a tracking mechanism
for identifying which records were deleted (such as a Change Data Capture table). You can configure the
Job Reader to execute a custom SQL command that returns the deleted records only; for best results,
the SQL command specified should a column that identifies the change token that marks the last known
change from the source system (identified in DataZen as the Last Deleted Pointer). This allows DataZen
to keep track of the last known deleted operation, and only forward the relevant deleted records. In the
example below, the SQL command returns two important columns: the Key Column (ID field) that
identify uniquely the deleted records, and the ChangeToken field (specified as the Token Column) that
tracks the last known change token from the source Change Data Capture.

Use a?, “?’ or “2:null’ placeholder to inject the last token value retrieved; the placeholder has the
following behavior the first time the command is executed (when no change token value exists):

e ?isreplaced with a 0 (do not include quotes when the last token is a decimal)
e ‘Y isreplaced with an empty string ()
e “?:null’ is replaced with a NULL value
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Deleted Records Identification
Change the way deleted records are identified below

() Use default heuristic approach and create the SQL command dynamically i needed
Use this option when the SOL command that fetches the source data is a simple SELECT operation, or when no Timestamp/Date Time column i= used
This is the most efficient option if no Tmestamp/Diate Time column is used (no additional roundtrip is needed)

() Use a custom SQL command to retieve ALL source records
Use this option if the default heuristic method fails, and no Change Data Capture is available on the source system
The SQL command should return all the surce records (only Key Columns are needed); a Map Redues logic is subsequently applied to infer deleted records

@ Use a custom SGL command to retieve ONLY DELETED records
Use this option when the heuristic approach fails or is too slow, and the source system offers a Change Data Capture mechanism to identfy deleted records
Specify the Token Column that will be used to determine the next Token Value {f any)

SELECT item|d as ID. dateChanged. changeType. change Token Token Column: |changeToken

FROM SharePaint. ListChanges WHERE name="Posts’ AND changeType = delete’ AND changeToken="7"
Test Token Value (?):

Max rows: |1 =

preview

o (=]

Identifying deleted records is only available if at least one Key Column has been
selected.

Using the Timestamp / DateTime Column

By default, when the Timestamp is not specified, DataZen is capable of identifying changes from source
systems automatically, even if the source system doesn’t keep track of insert, update and delete
operations. However, in order to achieve this capability, DataZen must read all available records from
the source system every time the Job Reader runs. While this may be acceptable for most source
systems, it could present a performance issue for very large tables.

In order to improve the performance of a Job Reader against a data source you can use the
Timestamp/DateTime column setting, when the source SQL command is a SELECT operation. This
option is equivalent to using a High Watermark setting for REST APIs. DataZen attempts to modify the
Source SQL command to include a filter on the column specified. This optimization can work if the
column specified is a Timestamp, Date/Time or a Numeric data type; in some cases it may also work
with String data types. By specifying a Timestamp/DateTime column, DataZen can reduce the number
of records read from the source system significantly. You can either select a field name from the
dropdown box, or enter the column directly in the field manually. DataZen keeps track of the maximum
value identified in the Last Read Pointer property.

Specifying a Timestamp/DateTime column is only available for Database Sources and
if the SQL Command is a SELECT operation.
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Drive Job Reader (Parquet, XML, JSON, CSV)

A Sync Job can read data from files located on drives, or in the cloud, and process them as a regular data
source. In order to be processed, the file needs to confirm to a supported format. If you need to read
files using other formats not support by DataZen, you may still be able to do so by using an ODBC driver
provided by a 3™ party vendor.

To read from files, you first need to create a Drive Connection String.

Parquet, XML, JSON and CSV files can be read from and written to a local drive, in
Azure Storage Containers, in an AWS S3 bucket, or on an FTP server.

The Directory Override option allows you to choose a different
root path from the default one provided by the selected source
connection

Ay madir fetches data rom 3 source database table and saves the seconds rto a Dats Sync fle that can later be used 10 push changes it ancther database
5 Copy 43 Juon
b Nawa:

Deta Source  Rephoaton Setrgs PGP Encrnption  Advanced Semngs  Dta Posine  Taet Symten Trggens

The File Pattern field allows you read a subset of files based on the
name of the file. You can use the * wildcard to process multiple
T e 5 R files (ex: *-test.txt). When the file type is CSV, JSON or XML, you

- can preview the raw content of the file.

Sowrce Connecten. | locaice
Schema Fie

The Columns field allows you choose a subset of columns you
would like to replicate. If empty, all the fields will be read.

The Format option allows you to limit the files that will be ingested. If you leave this option as Auto-Detect, the file selection
process will determine the file type dynamically when it opens the file for reading.

The Process Single File option treats each file as a separate execution instance of the job and creates a Sync File per file

The Load newer/updated files only option allows to only read files that have changed since the last time the Job Reader
executed.

The Move files to folder option allows to move files that were processed to a different folder (local files only).

The Include Files from Subfolders... option allows you to read all files found under the directory and sub-directories.

The Add a Column... option allows you to add a column to the output with the name of the file where the record was found
Document root path: when dealing with an XML or a JSON document, uses the path provided to filter the document

content or read from a specific path. See the JSON/XML Column Transformation section for more information on how to
configure this field.

Reading CSV Files
Certain flat files, such as comma-delimited files (normally with a .CSV file extension) can be ingested by a
Job Reader. To see all available options, select the CSV file format in the Format dropdown box.
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[ - o x Has Header Row: When checked, gives a hint to
Async reader fetches datalf d saves 2 Data Sync be used to push changes into ancther database. DataZen that the first row of data contains C0|umn
names.

Job Name:  LocalCasesCSV

Data Source  Repiication Settings PGP Enciyption  Advanced Setings  Deta Pipeline | Target System _ Triggers

Uses Quoted Identifiers: check this box if the
document contains data elements surrounded by
double-quotes (such as content that spans multiple
| k. When provide, epicates these coiumn only rows).

Source Connection: | localesv 7

[ Uses Quoted identfiers

Column Delimiter: When using a field delimiter,
Column Deiimiter: [ O] PeedRedswin: [ | ex 50455 . .
Commer Tokers: | ] ex £ indicates the character used to mark the end of a
field. By default, this value is \t (tab).

Maxrows: 3 2 Courtry CourtryCode Sug NewCorfimed  TotalCorfimed _ NewDeaths

e | e afohanistan 2 3727 f . . .
Al . e @ o : Field Width: for fixed-length documents only;

Ageria Dz slgeia 594 24872 1"

< > comma-separated length of each field.

Comment Tokens: Comma-separated list of strings
used to identify comments in the document.

Note that DataZen will automatically identify the data type to use in a document by reading the first 99
records. If records past this limit contain an unexpected data type in a given column, the column will be
converted back to a String.

HTTP/S REST API Job Reader

DataZen can be configured to extract data using REST APIs from a vast array of Internet data sources, including
Social Media platforms, CRM/ERP Saa$ platforms, and custom APIs. In order to consume REST APIs, DataZen
supports the following capabilities:

e APl Service Authentication:
o API Key: use an API key as a parameter in the URL or as a custom header
o Basic Auth: use basic authentication using a user id and encoded password
o Token: use a shared token as an authentication header
o Bearer Token: use a bearer token, normally required by OAuth 2.0 schemes
o Refresh Tokens: certain APIs leveraging OAuth 2.0 require the use of Refresh tokens
e APl Paging: certain APls implement a paging mechanism when calling certain endpoints;
DataZen implements three paging strategies:
o Simple Offset: uses a count offset mechanism through a URL parameter
o Simple Paging: uses a paging offset mechanism through a URL parameter
o Next URI Link: uses a link provided in the response document as the next URL
o Bookmark/Token: uses a node in the response document to use as a URL parameter
e High Watermark: used when calling certain REST APIs from a last known value to avoid fetching
all records too many times

While the API Service Authentication and Refresh Tokens are handled by the connection settings, the
API Paging and High Watermark settings are specified here. The following example shows how to
configure a job that extracts data from the Mailchimp service to obtain all the members of a specific list;
this requires that the List ID is known (the list ID is provided as part of the URL).
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You can pre-fill specific settings by choosing an
e e e existing Quick Setup option. These options are

filtered based on the service connection selected,
and as a result it may be empty.

Job Name: - MaICHIMp2SQL2-ALL
Osta Source  Raphcanon Semngs PGP Encpaon  Advanced Semngs  Data Ppeine  Target System  Taggen

Source Connecuon: | MaichmoEnto s

o : e  URL: lists/123456/members?count=100
e T s e HTTP Verb: GET
— ) r— e Paging Strategy: Simple Offset, using the
P offset Query Parameter
e e s e e e High Watermark: left empty (extracting all
el L e e e et B members every time)

e Apply JSON/XML Tx: Yes, specifying
members as the root path
e  Add Payload Column: _raw (this setting is
optional; it adds a column dynamically
———— with the entire record payload as JSON)

Dynamic Parameters 0K Cancsl

JSON/XML Column Transformation

The JSON/XML transformation option allows you to convert a document into a row and columns format
automatically. This option is optional calling a REST endpoint, and mandatory when loading JSON or XML
files. By default, if left empty, the payload received will be turned into rows and columns from the top
of the document.

The path notation differs between JSON and XML documents, but essentially the complete document
will be read. However, when specifying a path (as an XPath for XML documents or JSON Selector for
JSON documents), only the content underneath this path will be converted into rows and columns.

ROOT PATH IS CASE-SENSITIVE

Dynamic Parameters

Dynamic Parameters are a feature of HTTP/S REST job readers; they allow parameter replacement
within the URI being used to call the endpoint multiple times and provide a single, combined result set.
When used as part of the request URI, the HTTP URI field displays a green background.

To define dynamic parameters, click on the Dynamic Parameters button at the bottom.
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Check the Use data-driven parameters option, select a

| Parameters X

e ——— o database source from the list, and enter a SQL
| 8 Use otodiven parameter command. The command can be any valid SQL request,
Cresion: [s8207 = v including EXEC commands.

saL: SELECT '15358364' as userld, ‘MuleSoft” as userName
UNION SELECT '14934774", ‘Boomi"
UNION SELECT '2389549911", Precisely’

Click Preview to see the output.

preview

To append the input parameter to each row from the

userld userhame

P o7 Boori source system, check the Add parameter values to
1ot Mesal i
B output dataset option.

[ Run each row as a separate job execution (B Add parameter values to output dataset

To request each input parameter to be executed
separately as individual job execution (instead of
appending all results into a single output), check the
Run each row as a separate job option.

0K Cancel

NOTE: THE FIRST COLUMN FROM THE DYNAMIC PARAMETERS LIST WILL BE USED AS THE KEY
FOR TRACKING THE LAST “HIGH WATERMARK” VALUE. AS A RESULT, MAKE SURE THE FIRST
COLUMN IS A UNIQUE VALUE IN THE ABOVE QUERY.

Once defined, you can use the column names of the dynamic parameters as input variables into the URI.
For example, if the above represents twitter IDs, and the column name is “userld”, use this notation:
{{@param.userid}}.

HTTP URI: https://api twitter.com/2/users/ {{@param userld}} Awests ?expansions=entities mentions usemamedtweet fields=created _at author_idduser] L

You can also build this URI by clicking on the DataZen Function icon. The dynamic parameter column
names are available under the Dynamic Parameters node. Double-click on the desired parameter to
insert it.

| ™ Enzo Function Builder — O X

- Enzo Function
1 |hnps Iiapitwitter.com/2fusers/{{@param.userld}}/tweets ?expansions=entities. mentions.usemame&tweet| |

Enzo Function
DataSet Schema
= Dynamic Parameters
userld
userMame

| Schema information is unavailable.
; Retums the value of the Dynamic Parameter ‘userld”

Signatures:

{@param userld}}

OK Cancel
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Finally, when Dynamic Parameters are defined, clicking on the Preview link will prompt you to select a
parameter value.

Data Source  Replication Settings PGP Eneryption  Advanced Settings  Data Pipeline  Target System  Triggers

Source Connection: TwitterDZ oL view...

Quick Setup:

HTTF URI: https://api twitter.com/2/users/{{@param userld}}/tweets ?expansions=entities mentions usemame &tweet fields=created _

HTTP Verb: GET s Content Tune:

- S T N T

Payload...

Paging Strategy: Bookmark/Token|

High Watermarkid Select the row that will be used for Dynamic Parameter replacement.
B Apply JSON/XN

userld userName
Document root pa | 14934774 Boomi
Add payload colun | 19338364 Mule Soft
2385545511 Precizely
Max rows: |1 =
preview

0K Cancel

XML Example
Let’s consider the following XML document:

<?xml version="1.0" encoding="utf-8" ?>
<bookstore>
<book genre = "autobiography" publicationdate="1981-03-22" ISBN="1-861003-11-0">
<title>The Autobiography of Benjamin Franklin</title>
<author>
<first-name>Benjamin</first-name>
<last-name>Franklin</last-name>
</author>
<price>8.99</price>
</book>
<book genre = "novel" publicationdate="1967-11-17" ISBN="0-201-63361-2">
<title>The Confidence Man</title>
<author>
<first-name>Herman</first-name>
<last-name>Melville</last-name>
</author>
<price>11.99</price>
</book>
<book genre = "philosophy" publicationdate="1991-02-15" ISBN="1-861001-57-6">
<title>The Gorgias</title>
<author>
<name>Plato</name>
</author>
<price>9.99</price>
</book>
</bookstore>
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Root Path Output
<blank> When the root path is empty, or set the bookstore, DataZen will inspect the first child
bookst element (book) and consider all book nodes for its rows. Each book attribute will become a
ookstore column, and the book node itself will contain the inner XML of the book node.
book genre publicationdate ISBN
.4 <itle=The Gorgias<Aitle><author><name>Flato</nam... slEldpY 1991-02-15 1-861001-57-6
bookstore/book When the root path is set to bookstore/book, DataZen will treat the attributes and

children of the book node as column names. Since the author node is a parent node of
additional information, it contains the inner XML of the node.

genre publicationdate ISEN title author price
» [T osi0322 1-861003-11-0 | The Autobiograp... | <firstnamesBeni... |8.99

JSON Document Example

Let’s consider this JSON document; the document contains three properties, one of which is an array of

values.

{
"range": "Sheet1!A2:B9",
"majorDimension": "ROWS",
"values": [
[
"Platform Acquisition Cost",
"$100,000"
1,

[
"SDK Cost",
"$25,000"
]
]
1
Root Path Output
<blank> When the root path is empty, or set $, DataZen will inspect the top node.

$

range majorDimension values
> Sheet11A2:B9 ROWS [[ "Platform Acquisition Cost”, "$100,000" ]. [ "SDKCost", "$25,000" ]]

values
S.values

When the root path is set to values, or $.values, DataZen will only look within the values
property. Since its content is an array of values, column names are created automatically
as colo, coll...
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coll coll
> Platform Acquisiti... EZILAGEY
SDK Cost $25.000

JSON Array Example

Consider the following JSON Array consisting of objects, taken from a Solr search response. The

response header contains useful information; however, the response.docs node contains an array of
objects with the search result.

{
"responseHeader":{
"status":0,
"QTime":10,
"params":{
gt
" "11615932159060"}},
"response":
{"numFound":3,"start":0,"numFoundExact":true,"docs":[
{
"id":"1",
"title":["ACADEMY DINOSAUR"],
"description":"A Epic Drama of a Feminist And a Mad Scientist who must Battle a Teacher in The Canadian Rockies",
"release_year":2006,
"rating":"PG",
"last_update":"2006-02-15T05:03:42.0000000",
" version_":1694589148527067136},
{
"id":"3",
"title":["ADAPTATION HOLES"],
"description":"A Astounding Reflection of a Lumberjack And a Car who must Sink a Lumberjack in A Baloon Factory",
"release_year":2006,
"rating":"NC-17",
"last_update":"2006-02-15T05:03:42.0000000",
" version_":1694589148544892929
}
]
}
Root Path Output
<blank> When the root path is empty, or set $, DataZen will inspect the top node. The response
$ node contains further information about the search operation.
responseHeader st responseHead responseH: responseHe response.n. response stal response numFoun: response
o O = 16159321... |3 0 { "numFound": 3...
response When the root path is set to response, or $.response, DataZen will inspect the response
node. The docs property however contains the actual search result.
S.response
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numFound start numFoundExact docs

: [ [{ "id""1", ‘tile™ [ “ACADEM..

When the root path is set to response.docs, or $.response.docs, DataZen will only look

response.docs e o TES| ; )
within the docs property. Since its content is an array of objects, column names are
s‘re5p°nse'd°cs extracted from the JSON document automatically.
id title description release_year rating last_update _wversion_
v N [ /cADEMY DI... A Epic Drama of ... |2006 PG 2/16/2006 5:03 .. | 1694589148527
3 [ "ADAPTATION... | A Astounding Ref .. | 2006 NC-17 2/15/20065:03 . | 1634583148544,

Messaging Consumers

DataZen can be used as a Messaging Consumer against a variety of messaging platforms, including
MSMQ, AWS SQS, Kafka, Azure Event Hub, Azure Messaging Hub, Google PubSub and RabbitMQ. This
section explains how to configure the listeners and the options available to forward these messages.
DataZen offers the following capabilities:

e Automatic reconnection: Consuming messages is an ongoing operation: DataZen will connect to
the messaging platform and will attempt to reconnect after network failures automatically and
as quickly as possible

e Automatic message buffering: when configured, messages can be held temporarily before being
forwarded in bulk to the target system if possible

e Automatic message properties forwarding: when forwarding messages from one platform to
another, as many properties of the original message can be forwarded to the target platform if
possible

e Passthrough or Payload inspection: DataZen supports passthrough messaging or deep payload
inspection for forwarding the message content into a target system that expects rows and

columns
ComnomrNome: | AZTOPIC2SQL When using a Messaging Platform as the source,
Souroe Quou | eptetion Seings | Dt Ppcine | Advnced Setings | Taget Sten select one of the processing options as needed;
Sour Corccton: | ABsEvertsToic 2] v see below for further information.
Message Processing: | Message to DataSet ~ | Use Message to DataSet to convert a message into a data row for further processing
Queue Name: events/sub001 | Leave blank to use defaul . . .
icude et [Garesontd Messageld St | ok Specify the Queue/Topic name and which message
[ Inciude headers: . .
Sonple Pykcad metadata properties to include, and any message

headers if available.

You can also specify a sample message payload to
test the functionality of the reader without
actually consuming a message from the messaging

Messages: |1

platform.
The following processing options are available:
Processing Option  JSON/XML Targets Replay Headers &
Transformation Metadata
Available
Passthrough not available Messaging Targets No Yes
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Message to not available No Target Yes, with No Yes
Dataset Drives Targets Target
Database Targets
HTTP/REST Targets
BigData Targets
Payload to Dataset available No Target Yes, with No No
Drives Targets Target
Database Targets
HTTP/REST Targets
BigData Targets

Note that unlike other Job Readers, you must disable the Job before changing its settings.

When the listener is running, the status for the job
will be displayed as Listening as shown here. You
can either disable the job manually, or do it in the
Edit screen. To edit this job, double-click on it.

MNew.. + j @ b - % | “U) History.. *p Disable
Name Status System
8 Az Topic25QL listening Azure Service Bus->50LE

S
Goametne. o125 s | W

Replcation Setirgs Dots Prcine  Advanced Sefings  Target System

The edit screen will be disabled is the job
is listening. Click on the Stop button to
disable the job and start changing the

Souros Compctan:  ABsEvertsTopi:

necessary options. An option to restart
the job will be shown upon closing this
screen.

Start Consumer?

Messages. | 2 The job was successfully saved, Would you like to start the consumer
now?

| Yes Mo

Pointer Values: Editing the High Watermark

DataZen tracks last known values (known as Last Pointers) for its High Watermark tracking: when a
Custom Change Data Capture mechanism is selected for identifying deleted records, when a
Timestamp/DateTime column is identified for the Job Reader for databases, when the option to only use
the latest files is selected for Files replication, or when a High Watermark field is selected for REST APIs.

In the case of Change Tracking Data Capture, the Job Reader tracks the last known value of the Change
Token of the CDC table from the source system. This token is usually a string that represents a point in
time that the CDC engine uses to identify subsequent changes. DataZen keeps a copy of the last known
token so that only deleted operations from the last execution are returned by the CDC engine.

When a Timestamp/DateTime column is selected, DataZen modifies the SQL Read command to identify
new and updated records since the last time the job ran. When a Job Reader runs and returns records,
DataZen finds the maximum value of the Timestamp/DateTime column from the data returned and will
use it as the new pointer the next time the Job Reader runs.
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You can edit the Last Pointers if needed (click on the Edit Pointers button on the Properties window).
This screen allows you to modify both values (when relevant), and either specify a date/time, a numeric
value, or a custom field. You can also reset the Pointers to a NULL value.

Edit Pointers - O X
Change the Pointers below as needed.
Update the Read Timestamp/Date Pointer
‘Changing this value affect the identification of new/updated records
Current Value: 8/3/2018 8:00:04 PM|
MNew Value Enter a date time value ~ ‘2D21-D3—|}2 09:11:48 [ERd | |ymeMdd HH:mm:ss ~
Update the Deleted Pointer
Changing this value affects the identification of deleted records
Current Value: |'|:3‘BdbiﬂRaEJaB&ataﬂa—aﬁdB-&a&HBad?ﬂg:Ea?dﬂ 184247670000:103711375
Mew Value Reset (null} e
oK Cancel

Generally speaking, a Job Writer pushes data to a target system. A Job Writer can be created directly
within a Data Sync job, or separately. When created as part of a Data Sync Job, the Sync Files are
automatically consumed and not available for replay. However, when the Job Writer is created
independently from the Sync Job, the Sync Files remain on disk and are available for other Job Writers

and for future replay as needed.

Create a Job Writer from An Existing Job Reader

The simplest way to create a Job Writer is to build it from an existing Job Reader. Doing so preloads
information into the Job Writer configuration, such as the name of the corresponding reader, the

location of the Sync Files, the schedule information and more.

New... - | &7 @ p- % | “L) History.. ™p Disable Enable | Filter: mysqlfilms
Mame Status System Last Run On Sche
Gm Mew 3 @ New Data Sync...

/ Edit... |i| New Sync Writer...

Duplicate... New Messaging Censumer...

Delete | |i| New Sync Writer from Selected Reader...
} Run
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Select the Job Reader previously created,
right-click on it, and choose New -> New Sync
Writer from Selected Reader.

NOTE: this option is not available for Job
Readers that are Direct Jobs (Writer is already
defined in the Sync Job itself) because the Sync
Files are not available for replay.
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New Sync Writer

Asyne writer reads data from a Data Sync file and pushes changes to a target system.

Job Name: [Addresses2JSON|

A frendly job name (must be unique)

Configuration  Replication Seitings  Data Pipeline  Advanced Settings  Target System  Triggers

Target Sync

Sync File Local/ UNC Path:

[Encn,m.un[ Sync Folder

Local or UNC folder

C\tmp\datasync._reader

pick,

Seleot a local or UNC path where Sync Files are located: the path must akeady exist

Load Data Sync Fie

Lead 2n exsting Data Syne fil to use 2x the staring replay point and extract schema information

Maxrows: [1

Cance

Select 2 PGP Encryption file

| + THsPC » OS(C)
Organize = Newfolder
molson “
website
3 Dropbor

& OneDrive - Personal

tmp + datasync_reader

larme
mysal-sdelresses_1511093748724.0d5
MySQL-Address_1610977630216.eds
MySOL-Payment 1610656212033 efs

@

I This PC
B 30 Objects.
[ Desktop
% Documents
& Downloads
B Music
| Pictures
B videos
| 5 08(C)
File name: | mysql-sddresses_1611093748724.ed¢
Information
The selected Sync File is different than the original one; change
replication settings to reflect the newly selected Sync File?
Initial Exec |d: jempty] -> 1640121415670
fes Mo
Max rows: B = address_id address address2 district city_id postal_code
» 47 MySakila Drive Mberta 300
2 28 MySQL Boule QLo 576
3 23 Workhaven L. Aberta 300
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Enter a name for the job writer.

The Sync Path should point to the location of
existing Sync Files; this should be
automatically set.

If the data was encrypted with PGP, select the
PGP Encryption tab, specify the PGP Private
Key file and enter the password.

Click the Load Data Sync File button to open
the Sync File, and click the preview... button.
This data is being read from the Sync File. This
step is needed to configure additional options.

Select the file you would like to start reading
from and click Open.

A confirmation window shows the changes
that are about to take place for this Job
Writer. In this case only the Initial Exec Id is
about to be updated.

Click Yes.

Once loaded, you can view the content of the
Sync File on the same screen.
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New Syne Writer

Async witer reads data from a Data Sync file and pushes changes to a target system.

Job Name: |Addresses2JSON A friendly job name (must be unique)

Corfiguration Replication Settings Data Pipeline  Advanced Settings  Target System  Triggers

Source Job Nome:  [mysaladdresses ~]

Select or enter name of the source job that holds the changed records

Key Columns: [address _id | gk

Columns used o identity whish records have been modiied [separated by a comma)
Leave blank to implement an Append-Only Repleation store

[ Propagate deleted records f available:

Iniial Execution Id: 1640121415670 -

The initial Execution ID 1o play back from (leawe blank to play back all sync fles)

Select 2 predefined Cron schedule, or type 2 sustom Cron schedule (Quariz Cron)

Cancel

New Sync Writer

A sync wrier reads data from a Data Syncfile and pushes changes to atarget system

Job Name: | Addresses2JSON A fiendly job name (must be urique)

Confiquration ~ Repication Settings  Data Pipeline  Advanced Settings  Target System  Triggers

Target System [Js0NFies ~] =] view

Fie Format: JSON ~ [ Date Field Identiier

a

Bucketization Fie Name Patiem

If not spechied or invaid, Uses the runtme date for dats token replacement

Containes,/Bucket/ Dirctory: addresses Fle Neme:  [address_(cty_idll

.u

[ Use shadow copy unlessfie is more than [0 2] hourfs) old

Execution Timeout (sec): |0 +

[ Use single record per fle mode

Caneel

Mame Status System

O mysqgl-addresses ready MySGL
4| Addresses 210N

MNew
Edit...

Duplicate...
Delete

Run
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Click on Replication Settings. All the
information should be pre-filled based on the
Sync File selected.

The Initial Execution Id represents the first
sequence number that contains the full initial
data set from the source system to be loaded
into the target system.

Because the Key Columns fields is selected,
records will be updated if the key values
match, and inserted when they are not found
in the target system. If this field is blank, all
records from the Sync File would be
considered new records (such as an audit log).

Select a Schedule if desired to let the Job
Writer check for new files. Alternatively, you
can update the Job Reader to trigger this Job
Writer upon completion.

Click on the Target System tab select a target
connection. In this case, we are choosing a
Local Path connection where we will create
JSON documents.

Configure the target options as desired (see
the Target Configuration Options section for
more information).

You can optionally configure Triggers that will
start other jobs upon completion of this one in

the Triggers section.

Click OK.

If no Cron schedule was selected, right-click on
the Job Writer and select Run.

NOTE: If you have specified a Cron Schedule,
the job starts automatically.
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The Last Execution (with changes) window
shows you that 603 records were available in
the Sync File, and 603 were written to the
target table.

It took about 3 seconds to push the records
into JSON documents.

Database Targets

SQL Server (Native Provider)
When the SQL Server (Native Provider) system is selected in the Connection String form, DataZen uses a
highly optimized Upsert operation against SQL Server (using a MERGE command).

Automatic Ingestion: when checked,
A sync reader fetches data from a source database table and saves the records into a Data Sync file that can later be used to push changes into another database. SChema drlfting options are pOSSible’
S Copy aslson allowing DataZen to automatically add
columns to the target database and/or
change data types as needed,
depending on the option selected.

Job Name: REGRESSION_SPComp2SQL

Data Source Replcation Setfings PGP Encryption  Advanced Seftings  Data Pipeline  Target System  Triggers

Target System [ sal2017 v vew

Automatic Ingestion: @ Automatically push data changes in target table

Schema Drfting At add and update columns v Target Table: Specify the name of the

Terges Table [Fegression] SPCorparies v] Freview DDL Scr... target table to use; DataZen functions
e, EhrerETE, can be used to change the name of the

target database, schema, and table.

NOTE: If Automatic Ingestion is
unchecked, you can provide a manual
script to be executed; see the following
section for details: ODBC Drivers &
Enzo Server.

ODBC Drivers & Enzo Server

When a specific ODBC driver (SQL Server, Oracle, MySQL or Teradata) has been selected for a
connection string, the target offers a less efficient, but more flexible replication options. The Job Writer
Target System screen allows you to specify the replication scripts you want to use for upsert and delete
operations.

Note: You can also use replication scripts for Native SQL Server connections by unchecking the Automatic
Ingestion option.
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Async writer reads data from a Data Sync file and pushes changes to a target system.

& Copy as Json

Job Name

A friendly job name [must be unique)

Corfiguration  Replication Settings Data Ppeline  Advanced Setfings  Target System  Triggers

Target System:

Automatic Ingestion:
Schema Driting

Target Table

Brec Timeott (sec):
0 5

Max Batch Count:
1000

sql2017 ~| L view.

] Automatically push data changes in target table
Nare
|1dbo] [ozTweets_1663011058575] |

Target table wil be created automatcally i not found
Edit Initialization SQL Seript... Edit Finalization SQL Script...

Preview DDL Serpt.

Upsert Script Delete Script

Seript to exectte on the target system for Inserting and Updating data

Generate Upsen SQL Soript
Insen JsonXML Document.

UPDATE [dbo] [az Tweets_1663011058575] SET Breview SQL

fid] =
[author_id] = “Hauthor_id]}.
Rext] = "{hentl).

& Enzo Function

. @ Job Parameters
[ereated_at] = {{created_at])’, =) DataSet Schema
[userld] = "{{userld}}’, d (Gtng)
JuserName] = luserhame)) 9
Lnd] = )y, author_id (String)
Lseif] = {T_sefl), text (String)
E:tag]h: '(&e‘]eg?)‘iﬂ — created_at (Date Time)
achmerts] = {{_attachments)}’ userld {Sting)
ey i

IF (EXISTS(SELECT * FROM [dbo].[az Tweets_1663011058575] WHERE )) ‘
BEGIN

END
ELsE
By default, this script willexecute for every row that was mod:
e e TR

source sysiem. Ifyou
e per batoh.

oK Cancel

Execution Timeout: The execution timeout applies to both the Upsert and Delete
operations, and control how long the script is allowed to run before timing out. 0
means the script will not timeout.

Batch Count: The number of records sent to the target system (default: 1000). The
larger the number, the more memory is required by DataZen to build the batch
command; the maximum value is 100,000. For unique target platforms, such as Enzo
Server, you may need to set this value to 1.

Messaging / HTTP/S Options: Additional options may be made available for
Messaging endpoints. For example, when selecting an Azure Event Hub as the target
system, the Event Hub Name can be specified.

Drive Connection: Parquet-specific options are available when choosing a drive. See
the Parquet section for more information.

GENERAL RELEASE

Click on the Generate Upsert Script
to build a SQL command that is
compatible with the target system.

To specify a Delete script, use the
Delete Script tab and click on the
Generate Delete Script link.

You can modify this script at any
time. The command created
should be able to perform an
Insert or an Update operation if a
record exists. However, this script
could be anything, including a call
to a Stored Procedure.

Field values are represented by
double curly brackets. For
example, {{ID}} field will be
replaced with the value of the ID
field.

NOTE: Field names are case
sensitive.

A number of pre-processing
functions are available. Use the
function area to insert specific
fields or commands in the script
directly by double-clicking on the
desired item. See the DataZen
Functions section for more
information.

Click Preview SQL to inspect the
command that will be sent to the
target database.

By default, the Upsert SQL script or Messaging body creates content for each data row available in the
Sync File. However, in some cases, you may need to execute a single command with an XML or Json
document per batch. See Sending an XML/Json Document below for more information.

Sending an XML/JSON Document

When a Job Writer uses a Custom SQL command for its Upsert logic, the SQL Batch send to the target
system can be built in two different ways:

e One SQL command per record
e One SQL command per batch

One SQL Command per Record

This is the default mode of operation for an Upsert and Delete script: a SQL command will be created for
each row found in the Sync File. The Batch Count setting controls how many SQL commands are sent to
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the target at one time. For example, if there are 100 records in the Sync File, and the Batch Count is set
to 50, two batches of 50 SQL commands each will be sent to the target system.

One SQL Command per Batch

The Job Writer automatically switches to this mode if either the @concatJson or @concatXml operation
is found in the Upsert or Delete script. When this mode is used, a Json or XML document is created and
inserted into the SQL command where desired, and the Batch Count setting controls how many
objects/nodes are created in the Json or XML document respectively. For example, if there are 100
records in the Sync File, and the Batch Count is set to 50, two SQL commands are sent to the target
system, with each SQL command containing a XML/Json document of 50 nodes/objects each.

From the Upsert Script window,
place the cursor where you would
like to insert the Json/XML

Upsert Script Delete Script

Script to execute on the target system for Inserting and Updating data

EXEC SharePoint UpsertListitemRaw 'Film’, Generste Upzert SOL Sen )
F Insert Json/XM| Document document, and click on Insert
film_id" Breview SOL.. Json/XML document...
By default, this script will execute for every row 4
that was modified in the source system. [fyou

use the @concatison or @concatxmi operator,
the seript will exacute once per batch

amel} to scoess the value of
from the souroe record, Fiekd names

for all available functions.

A dialog allows you to select the
fields to include in the document,
and the type of document to
create. Choose either JSON Array
per batch, or XML Document per

Build Document - O x

Select the type of document to create and the columns to include.

JSON Amray per batch i )
batch; click OK.
film_id
[ title X p
[] description Selecting one of the “... per
(] release_year batch” options will automatically
[] language _id

[] original_language_id insert the @concat... operation.

[] rental_duration
[] rental_rate

[] length

[] replacement_cost
[] rating

[] special_features

W last_update

Select All Unselect Al oK Cad
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The Upsert script will
automatically be modified to add
the appropriate @concat...

Upsert Script Delete Script

Script to execute on the target system for Inserting and Updating data

- - [P Generate Upsent SGL Seript . .
EI)[(@EC Shatr_aPo;nt_UpsartL|StItamRaw Film', e L oo operation at the cursor location.
concatjson ‘peerl-son AL ooument..
Freview S0L..
"film_id": {{film_id}}, By_-:eia;i;irrri:\;S:*[?:;i::;i\'el?;:’“ ~ You may need to rename the
"Title™: "{{title}}", == the @concatison er @cencataml cperstor, properties or node names as
"yaar“: {{FB|BBSBJBBF}}, thee script will execute once per batch.
‘rating": "{ratingj}", Use {[fiekiname]} to access the value of expected by the target system.
"last_update": "{{last_update}}" Fetdnams from the sourcs ecord. P names You can also include DataZen
' are case-sensitive

I functions as needed.

film_id"
foralzvzizbizfunctans. To view how the script will look
like during execution, click on
Preview SQL...
orevien Command J— % A's you can see, the SQL Batch is a
single EXEC command, and the
The script below is a preview of the actual command that will be sent to the target system second parameter isalJson array
Rows: 2 = film_id title original_language_i replacement_cost  description Containing 2 Objects.
» ACADEMY DINO. 2099 AEpic Drama o ...
2 ACEGOLDFING.. 12.9% A Astounding Epi..
< >

EXEC SharePoint.UpsertListhemRaw Film",
1

-1,
ACADEMY DINOSALR",
"year": 2006,
"rating”: "PG",
)"Iasl_updata“ " 2006-02-15T05:03:42 0000000"

“fim_id": 2,
"Title": "ACE GOLDFINGER",
"year": 2006,
“rating" "G""
)"Iasl_updala" " 2006-02-15T05:03:42.0000000"

I.
Film_id"

Create Target DDL Scripts

When building a Target job, you can create the target object if the system is a relational database. The
target DDL script is automatically generated to facilitate the first-time creation of the destination table;
however, some options may need to be reviewed by a DBA to ensure proper performance.

The options to create the target DDL script varies by data source; however, two main screen options
exist for known database targets, and generic targets (Generic ODBC Driver).

Known Targets

Known database targets include SQL Server, MySQL, Oracle and Teradata. These targets provide a
database creation script that is compatible with the database engine automatically. For example, a
Teradata table creation script will be automatically generated based on the Change Log selected as
follows:
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Target DDL Script - a >

This DDL script creates or recreates the target table based on the schema provided by the Data Sync file

[] Recreate target table f it already exists (waming: data loss possible)

Use source size for String data types

CREATE MULTISET TABLE "TUTORIAL_DB"."TEST" A

"I0" NUMBER (38} .
"IDGUID" BLOB .
"DATE_LOADED" TIMESTAMP ,
"PO_DOCUMENT" VARCHAR(32000) ,
"ID2" VARCHAR{4) NOT NULL PRIMARY KEY,
"SSN" NUMBER (3} ,
"FIRST_NAME" VARCHAR(20) ,
"LAST_MNAME" VARCHAR(4D),
"NLAST_NAME" VARCHAR(50) ,
"START_DATE" TIMESTAMP
"END_DATE" TIMESTAMP
"SALARY" NUMBER (8.2),
"HRLY_RATE" FLOAT ,
"PREV_SALARY" NUMBER (38,2),
"PREV_SALARYZ2" NUMBER (38.4),
"NBR_FLOAT" FLOAT,
"NBR DOUBLE" FLOAT, v

Execute Command Now

WARNING: The Upsert operation requires the key fields to be marked as NOT NULL PRIMARY KEY.

For Oracle, SQL Server and MySQL, you can optionally control the string data type creation based on the
length of the data itself, as captured from the source system. You can modify this script directly,
including adding columns and indexes.

Columns manually added to the table must be NULLABLE or have a DEFAULT value.

Generic Targets
When choosing a Generic ODBC Driver, additional options are available in the same screen, including the
qguoted identifier to use, and the target data type to use for most available source data types.

Target DDL Script - o X
This DDL script creates or recreates the target table based on the schema provided by the Data Sync fike Serpting Engine: | CUSTOM ENGINE =
[ Recreate target table ff t already exists (waming: data loss possble)
Left Guote [~
Use source size for String data types Riht Quote: ||~
CREATE TABLE [dbo] [MSreplication_options] String varchar v
( Datetime: datetime ~
Fim_id)int . )
le] varchar(765), Integer: int <
description] varchar(2097088000) , T bigrt o
) nt .
S Guid riueidertter <
viginal_language _id]int . Boolean = »
fertal_duration] i .
fental_rate] decimal (4.2). Decimal decimal <
engthlint Doubl doubl v
replacement_cost] decimal (5.2) , ouble oubie
ating] varchar(15) Float foat <
pecial_features] varchar{162) »
jast_update] datetime Tz single
byte[] varbinary ~
I3
Generate DDL Senpt
Execute Command Now
Close
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Preview SQL Commands

DataZen allows you to preview SQL commands with actual data taken from the Change Log. This allows
you to visually inspect the commands being sent to the target system.

Corfiguration  Repiication Selfings Dt Ppeine  Advanced Sefiings  Target System  Triggers

Target System: 12017

][] viow. From the Target System tab, click
Automatic ngesion: () Aomalicaly push data changes i targe able on the Preview SQL... link to
Schema Driftin o . .
? e preview the commands that will
Target Table: [test ~| Preview DDL Seript
Target table vl be created automatealy f not found be sent to the target system.
Edit Initialization SQL Script. Egiit Finalization SQL Script.

Upsert Ser
Exec Tmeout (sec) i =

0

Delete Script

Scrptto exectte on the target system for Inserting and Updating data

Max Bateh Count:

Generate Upsert SOL Seript
L IF (EXISTS(SELECT * FROM [dbo] fest] WHERE )) Insent Json/ XML Document
1000 = BEGIN
UPDATE fdbo] est] SET Breview SOL.
] = (G

fauthor_id] = {author_id}}.

Enzo Function
ftet] = {itea}}, Job Parameters
[created_at] = {{created_at)), DataSet Schema
luserld] = "{{userld}Y,

fuserName] = {userName)},
Lrid] ="{{ ndl},
Lsef] = (L sefl],

Although you cannot run this

command directly, you can copy
The output below is = preview of the actual command or payload that wil be sert to the target system o
’ ° ° e and paste it into a development
Rows. |3 : id author_id text created_at userld userhlame . . i
S 153522174001 EEERYCON We chatted with .. | 7/4/2022 11:38 | 2383948911 Precisely environment to Verlfy isit Workmg
1541295267814, | 2339948811 The legal depat... |6/27/20225:40 ... | 2389349911 Precisely as expected.
1536991241061 | 2383948811 Working s aleq | 6/15/2022 8:37 _ | 2389949911 Precissly
NOTE: Changing the SQL
IF (EXISTS{SELECT * FROM [dbo].ftest] WHERE J} | command in this window will not
UPDATE fdbol fresi SET update the template created in
[id] ="154392217404 1505795,
[author_id] = 23899499 11",

[text] = We chatted with Dani Manfreda, Deputy Head of Legal &amp: Compliance at Adverity, and discussed how contract autemation helped his team spend

the previous screen.

(Watch the full episode on our YouTube channel: hitps i/t co:

#f=gslops Hlegahech
[ereated_at] = '2022-07-04 11:38:25',
[userld] = 2389549911,

[userName] = Precisely’,

Lrid] = 'SIR4AOmhMkwBHAAAAARAA A==,
I selfl ='dbs/SIR fool!

hups /it co/E3a7

mhMkw6H

Close

Similarly, the Delete Script needs to be provided; the Generate Delete Script link provides a sample SQL

command. The Delete script is only needed if the option to Propagate Deleted Records has been
selected under the Replication Settings tab.

HTTP/S Targets

When selecting an HTTP/S, the body of the message can be crafted as a JSON, XML or free-form text
content. When sending to a specific cloud platform, the payload should confirm to the expected format

of the service. When necessary, you can also configure additional Custom HTTP Headers to confirm to
the service endpoint requirements.
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In this example, the target platform is a
Google Sheet. Writing data to a Google Sheet
is performed by sending a PUT request, using a
Content-Type set to application/json, using the

following URI:
https://sheets.googleapis.com/v4/spreadsheets/SHEETID/
values/A@startindex?valuelnputOption=RAW

Edit Sync Writer

A sync writer reads data from a Data Sync file and pushes changes to a target system

Job Name: |WriteGSheet

Configuration  Replication Settings Data Pipeline  Advanced Settings  Target System  Triggers

Target System: [ GoogeSheet1 2] e

Upsert Request Delete Request

Exec Timeout (sec):

5 : HTTRVeb [RUT T Contet Tioe: [roid The payload itself is a JSON document that
Bateh Count HTTP URI https://shests googleapis.com/v4/spreadsheets /T contains the data created as an array of JSON

1000 = Custom HTTP Headers.

{

“range": "A@startindex”,

“majorDimension” "ROVIS",

"values": [@concatisonan(] "{{d}}". "{{email_address}}", "{{full_name
}

Arrays (@concatjsonarr).

Build Document - [m] X

Select the type of document to create and the columns to include

JSON Amay of Values perbatch  [[. 0.0 ~

B ~
7] email_address

] unique_email_id

7] contact_id

Messaging Targets

Messaging targets allow you to specify a message payload only if the Job Reader is not a Messaging
Listener with a Passthrough processing mode. The availability of the Delete Request tab depends on
whether the Job Reader was configured to identify deleted records.

In this example, the target messaging platform
is an Azure Event Hub. Each messaging
platform has specific options that can be
configured, such as the name of the target
topic or queue name.

Edit Sync Reader

A sync reader fetches data from a source database table and saves the records into a Data Sync file that can |

Job Name: |FILMS-AzEventHub

Data Source  Replication Settings PGP Encryption  Advanced Seftings Data Pipeline  Target System

Target System:

Exec Timeout {gec):

| datazenhub

v e

Upsert Request

Delete Request

When the Payload option is available, you can
specify a custom message format. Click on the

0 B Buent Hio Mame:  [dtaent 7] Generate Json/XML Payload link to build a
Batch Count: Message Id custom payload using the fields from the
1000 = Correlation Id:

source Sync File or data source.

{"film_id": {film_id}}.

“title”: "{{tle )",

"description”: "{{description}}",
"release_year': {[release_year)},
"language_id": {Janguage_id}},
"original_language _id": {{onginal_language_id}},
"rental_duration”: {jrental_duration}},
“rental_rate”: {irental_rate}},

“length™: {Jength}},

“replacement_cost": {[replacement_cost}},
“rating"™ "{{rating ",

"special_features”: "{lspecial_features}}”.
"last_update": “{{last_updatel}'}

Drive Targets

You can write data read by any Job Reader into target files (Parquet, CSV, XML and JSON). DataZen
includes the ability to distribute (bucketize) data dynamically using various options to spread the data
across multiple files. When using a deterministic data distribution strategy, DataZen also allows you to
push updates into existing files.

Common Write Options
When writing to a flat file, select the desired file format. Additional options will be displayed depending
on the format selected. Some of the options provided are common to all file formats and explained
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below. Additional considerations are file creation vs. updating existing files, and data distribution
options.

s e T e g g ot o s The Date Field Identifier allows you to specify a date found
Sk — in the source data as the value used for date replacement
tokens (such as [mml]). If no field is selected, the job runtime
will be used for date replacement tokens. See Date

Replacement Tokens for more information.

Both the folder/container and file name can be specified
with tokens and DataZen Functions.

Shadow Copy

By default, DataZen obtains a copy of a remote file before making changes to it (only the files being
modified will be downloaded). Files are kept locally until the job completes, and are then uploaded as
part of the completion of the job.

The shadow copy option is a performance optimization feature that allows DataZen to keep files locally
cached between job executions to avoid unnecessary downloads; a time-to-live value indicates how old
the file can be before downloading it from the target system. This is primarily useful if the files are very
large and do not change frequently. For example, if a file could be modified daily on the target store,
you could set the shadow copy to refresh the file every 6 hours.

Create New Files

DataZen will create a file if the folder/container and file name are not found in the target drive.
However, in some cases you may want to force the creation of new files for certain scenarios, such as
creating a delta lake. This can be done by controlling the naming convention of the target folder and/or
file name in such a way that the combination of the folder and file name is never the same.

Here are a few examples on how to force the creation of new files:

- Leave the Date Field Identifier option unchecked to use the job runtime for date replacement
tokens, and create a unique folder\filename combination:
o container: files file name: address-[yyyy][mm][dd]_[hh][nn][ss].parquet
- Use a unique job setting variable:
o container: drop-@executionid file name: address.parquet
- Use an Enzo Function:
o container: drop-#rndguid() file name: address.parquet

Update Existing Files (Data Distribution/Bucketization)

DataZen includes the ability to distribute data dynamically using various options to spread the data
across multiple files. When using a deterministic bucketization strategy, DataZen also allows you to push
updates. This is useful when DataZen pushes changes only to the target file(s).

Here are a few examples on how to distribute data across multiple files:

- Check the Date Field Identifier option and select a date column from the data source used for
date replacement tokens and use them as part of folder\filename combination:
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o container: files file name: address-[yyyy][mm][dd]_[hh][nn][ss].parquet
- Use other fields from the source data set in the folder\name combination:
o container: drop-{{country}} file name: address-{{state_code}}.parquet

Bucketization is the process of distributing data across multiple files in a way that
simplifies future read access to the data. Determinism ensures that the name in
which the row needs to be saved is based on the data itself, so that the name of the
file is predictable.

Date Replacement Tokens

A processing date is used to provide a date dimension available for the bucketization process; by
default, the processing date is the current time of the job when being executed; however, it can be set
to a known field name from the data set being processed. Bucketization of the data is done by naming
the file using specific tokens, and using these tokens as filters for the data being processed. The
available tokens are as follows:

Token Description Example
[yyyyl The 4-digit year of the processing date 2021

[yy] The 2-digit year of the processing date 21

[mm] The month of the processing date 1

[dd] The day of the processing date 27

[doy] The day of the year of the processing date (from 1 to 366) 159

[dow] The day of the week of the processing date (0: Sunday) 4

[hh] The hour of the processing date (from 0 to 23) 17

[nn] The minute of the processing date (from 0 to 59) 44

[ss] The seconds of the processing date (from 0 to 59) 30

Parquet Files

DataZen was optimized to read and write Parquet files efficiently. Internally, DataZen manages data type
transformation automatically if necessary and dynamically changes the schema of a Parquet file when
detecting schema drifting (for example, an Integer becoming a Long value).

When writing files, an additional option is provided allowing you to choose your compression algorithm.
The Compression option allows you to choose from: None,

GZip, and Snappy. By default, Snappy compression is used if
unspecified.

The following conversions occur automatically:

- Guid -> String
If the data set contains a Guid data type in its schema, it is automatically converted to a string

47



& ENZODATAZEN GENERAL RELEASE

data type in the Parquet file. In addition, a custom metadata is added tracking the conversion:
DZ_CAST_GUID::{fieldname}. For example, if the userld field is a Guid in the source data, the
metadata added will be DZ_CAST_GUID_userld

- DateTime -> DateTimeOffset
If the data set contains a DateTime data type in its schema, it is automatically converted to a
DateTimeOffset data type in the Parquet file. In addition, a custom metadata is added tracking
the conversion: DZ_CAST_DT::{fieldname} or DZ_CAST_DT_UTC::{fieldname}. For example, if
the createdOn field is a DateTime in the source data and the date field if a UTC format, the
metadata added will be DZ_CAST_DT_UTC_createdOn

If the above metadata items are found in Parquet files, DataZen performs the reverse conversion when
reading the file.

JSON Files
You can emit JSON files by selecting JSON as the file format.

Tt e IS ) v To create a single output file per record, check the Use

Herora. [N T , single record per file option. You should ensure that the file
T finotspecied rimual, s the runime et o dote ke replocement name being created is unique for every record following the
Contaner Overtde | B FeName: guidance provided in the Data Distribution/Bucketization
() Use shadow copy urless file is more than 0 2] hourk od section.
Execution Timeout (sec): 0 =
[ Use single record per file mode

XML Files

You can emit XML files by selecting XML as the file format. DataZen can emit simple XML files in the
form <root><item></ item></root> or <item></ item> format in the Single record per file mode.

N To create a single output file per record, check the Use

Target System AzFimJSON ~| | view

_ single record per file option. You should ensure that the file
File Format: XML v [ Date Field Identifier: 1 . . . .

H ot specibed orinvali, uses the runcme dae forcas when ef name being created is unique for every record following the
Distribution Pattem . . . . . . . .
Contore Do - e e guidance provided in the Data Distribution/Bucketization

section.

) Use shadow copy urless file is more than [0 2| hours) old
Execution Timeout (sec). 0 ) .

Specify the XML Root element, and the main element name
XML Root Name: oot XML Blement Name:  tem . . .
Olereiets - to be created. When selecting a single record per file, the

root element is ignored and the output is a single XML node.

CSV Formatting Options
When exporting to a flat file (CSV File Format) additional options become visible.
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A sync witer reads data from a Data Sync file and pushes changes to a target system

5 Copy as Json

Job Name: A friendly job name (must be unique)

Configuration  Replication Settings Data Pipeline  Advanced Settings  Target System  Triggers

Target System AzFimISON v | view.,

File Format: csv ~ (O Date Field Identfier: 2

If not specified or invalkid, uses the runtime date for date token replacement
2 Distribution Pattem

Container Ovenide: ~| File Name:

? [ Use shadow copy unless fie is mere than [0 2] hourts old

Execution Timeout (sec): |0 =

Column Delimiter: [\~ | Fixed Fields Wicth o 52455
() Addaheaderrow [ Force Quoted Idertifis (] Fiattentext (] Trim Whitespace
Date/Time Format: ~ | 150 8601

Flatten Text: removes new-line characters from text fields.

Trim Whitespace: Removes trailing white space characters.

GENERAL RELEASE

Column Delimiter: the field
delimited to use; default: \t (tab).

Fixed Fields Width: comma-
separated list of widths to use for the
fields being exported.

Add Header Row: when checked,
adds a row containing the name of
the columns for each field.

Force Quoted Identifiers: when
checked, adds a double-quote to all
fields and values. When unchecked,
only adds double-quotes when a field
name or value contains a delimiter or
contains new-line characters.

DateTime Format: Date/Time default formatter using the local culture for date fields. A sample output is provided adjacent

to the field.

Big Data/NoSQL Targets

Google Big Query

DataZen supports writing data to Google Big Query tables. By design, Google Big Query Tables do not

support updating records; it is an insert only database.

A sync writer reads data from a Data Sync file and pushes changes to atarget system.

= Copy as Json

Job Mame: A fiendly job name (must be unique)

Configuration ~Replication Settings Data Fipeline Advanced Settings  Target System  Triggers

V| @ Create if not found

Target System: | GCBigQuery M=
Exec Timeout (sec): Project Id: enzo-drive
0 = Datasst: |test
Table: |tesrtable

Max Batch Count:

v| [ Create if not found

1000 5 Write Behavior: | Appendto existing data (WriteAppend)

Select Columns: |fi|m_id.t'rt|e.descﬁption

pick...

Leave empty to forward all columns.

On the top of the screen, select a Google Cloud Big Query Target System and enter a DataSet and Table
name. To create them automatically, choose Create if not found. You can use DataZen Functions to

create random tables.
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The Write Behavior option is an important factor to ensure data successfully lands in this database. You
can choose between:

- Append to existing data (Write Append)
- Truncate Table First (Write Truncate)
- Only write if table is empty (Write If Empty)

To push specific columns from the source data, enter the list of columns separated by a comma. Click on
the pick link to choose from an available list of columns, or leave this field empty to send all available
columns. If a column name fails naming validation, an error will be displayed.

Select Columns: |fi|m_ic|,t'rtle,clescription,|'e|ease_\.lnaar,_filename,3';3"=

Leave empty to forward all columns.  Fields with naming emors: %%

You can further map source column names to new ones in the target database. In the example below,
the title column will be named titlename in the database. If the column name provided is invalid an
error will be displayed.

Custom Column Mapping:

| Source: [ie | Target: [tesd <] Add/Uodste
Remove % Clear All | 5 Add All Source Fields | 1 Preview output..

~ | Target: [ttiename | Add/Update

*p Clear All | Add All Source Fields | [J Preview output.

Tanget Field Source Field Target Field
e titename litle: 8asd

Leave list empty to automatically send all source fiskis to the target system

CosmosDB

CosmosDB allows Insert, Update, and Delete operations. To write to a CosmosDB database, select a
connection configured to connect to an Azure CosmosDB endpoint. Enter the database and container
name, or select an existing one. You can use DataZen Functions to create them dynamically.

The PartitionKey Path allows you to indicate how records are to be partitioned in CosmosDB. By default,
the ‘id’ field will be used.

Because CosmosDB stores data as JSON documents, you can create your own JSON template; check the
Build a custom JSON Document option to see additional options. If unchecked, the JSON document will
be created automatically by DataZen.

Automatic JSON Document Generation

When the Build a custom JSON Document option is unchecked, you have multiple options to control
field mapping and column selection. You can choose which columns to send to CosmosDB by entering a
comma-separated list of columns in the Selected Columns field; click the pick link to select from the
source data set. Leave this field empty to send all available fields.
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CosmosDB expects an ‘id’ field in the data set. If this field doesn’t exist, it can be
created automatically using the PartitionKey Behavior option selected.

If the data source does not contain an ‘id’ field, or you would like to use another field for the ‘id’ value,
select the desired PartitionKey Behavior option.

cosmosdb Tweets V| . view..
Account: enzodev
Database: | Vl [ Create if not found

Container: |

v| [ Create if not found
PattionKey Path: [/id |

[T Build a custom JSON Document {must have an id’ field)

Selected Columns: |

pick. ..
Leave empty to forward all columns.

PartitionKey Behavior:  Use existing id"field from the source . [ie thes apnonTthe St ce A=
doesn't hawve an id field. Note: the
i field is case-sensitive in
CosmesDB.

The following screenshot shows you how to map the film_id field to the ‘id’ attribute in the JSON
document. You can also use DataZen Functions to generate unique values or combine fields.

PartitionKzy Behavior:  Set or create the id' field from another column

Field or function: |fi|rn_id

L

o=

Unless you are building a custom JSON document, you can map field names if you want to modify the
source fields. If the target field name is invalid, and error will be displayed.

Custom Column Mapping:

| Source: |t'rt|e V| Target: |lit|e_name w Add/Update
Remove KLIII Clear All | 2 Add All Source Fields | F Preview output...
Source Field Target Field
title title_name

Data type conversion is automatc.

Build a Custom JSON Document

When the Build a Custom JSON Document is checked, you can create your own JSON document
template and use DataZen Functions as needed. You can also preview the JSON payload. If you use this
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option, you must ensure your JSON document contains an “id” field as highlighted in the following
screenshot.

Build a custom JSON Document {must have an id" field)

Document Template

{ Generate Json Document....
"id": {{film_id}}, Preview Payload...
"title”: "{{title}}", + Enzo Function
"description™: "{{description}}", 4 Job Parameters
"release_year": {{release_year}}, ¥ DataSet Schema

"_filename": "{{_filename}}"

Thi=s document will be created for each record to be inserted or updated. Leave blank to create 2
flat JSON document dynamically.

Data Sync Files

Data Sync files contain schema information about the source system, including the number of records
modified, and the date/time of the data extraction. These files also contain the actual data from the
source system in a compressed format. For advanced security, the files can be encrypted using PGP.
Conceptually, these files are similar to backup files, except they store data in a universal format that can
be sent to any target system in the correct format.

The naming convention of the Data Sync File ensures that each file can be replayed in the proper
sequence. This ensures that changes are applied in the correct order when being replayed.

In addition, a “.EFS” extension of the sync file indicates the file contains all the source records (such as
an initialization or a full data resync), while a “.EDS” extension indicates that it contains changes that
took place since the last Data Sync File was generated. EFS change logs are usually much larger than EDS
files.

Replay Sync Files
You can, at any time, choose to replay a Sync File (or multiple Sync Files) on a target system. Depending
on the target system and the options selected, replaying Sync Files allows you to:

e Recreate a target table with the last known state of the source system
e Replay a single Sync File if the target system was temporarily unavailable

To replay a Sync File, select a Job Writer, and follow these steps:
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Select the Job Writer where you would like
to replay Sync Flles, then right-click on it
and choose Replay Sync Files...

New... = | £7 Edit.. 3¢ Delete | Run... = “L) Execution History... *p Disable Enable

=

Name Status Last Run On Schedule Path

R mysgl-addresses ready 1/19/2021 10:02:28 PM Ctmpdatasyne _r..
pase & C\tmp\datasyne ...

O Replay Sync Files...

You can replay from a specific point in time
(the dropdown shows the Execution Id and
its creation date), choose a single Sync File,
(®) Replay from a specffic Execution Id / Point in Time: 1611093748724 - 1/19/2021 10:02:28 PM ~ or replay frOm the Initial Execution Id that

Repizy 21 avalable Sync Fles from 2 specifio pointin tme. Upsen Count: 803 Deete Count: 0 you selected when the Job Writer was
created.

Replay - m] X

You can replay a specific change file, from a specific point in time, or from the last full Intialization sync point.

() Replay a single Sync File:
(selecta fis)
i )
Depending on the target system, you ma
() Replay all available Sync Files from the Initiglization point .
TV ——————— have the ability to Truncate or Recreate the
Itis recommended to manually truncatelrecreate the target object before proceeding. . .
Initialization Sync File:  mysql-addresses_1611093748724 eds ta rget table before replaylng the Sync Flle'

[ Truncate or Recreate the Target Object/ Table before replaying the Data Sync file(s) C||Ck OK to start replayi ng the SynC F||e(5)
Depending on the target system this option may fai. Warning: data loss is possible,

OK Cancel

Resync Data

DataZen Manager allows you to resync the data from the source system by recreating a full initialization
file (Full Sync). Once the Sync File has been created with all the records, it will be processed
automatically by all the Job Writers that have a schedule defined.

To create a full Sync File, follow these steps:

New.. = | 7 Edit 3 Delete | Run.. - 0) Select the Job Reader you would

like to resync, then right-click on
Name tats Last Fun Of Reinitialize Data (Full Sync).
“5 New ror2021
& Edit. A window will come up asking to
% Delete confirm the resync operation; click
Yes.
P Run
O Reinitialze Dats (Full Sync) Once completed, a new Sync File
will be created with an EFS
extension.

Resync operations may not work as expected for CDC data sources since the CDC and
Change Tracking tables only hold recent changes made to the data.
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Full Sync Files
Sync Files will contain a full copy of the source records when:

e The Job Reader is first executed

e A Resync operation is performed on an existing Job Reader

e Afield is modified on all records in the source system (such as a timestamp)

o Afield has been added or removed, and it was previously retrieved by the SELECT statement

While all the above scenarios will create a Sync File with all the records, only the Initialization and
Resync operations will create a Sync File with the EFS extension (Enzo Full Sync). All other files will have
the EDS extension (Enzo Delta Sync).

Full Sync Files for CDC data sources only contain the data found in CDC and Tracking
tables; you may need to create a different job to read all records from these tables.

Job Triggers

Job Triggers allow you to start other jobs upon completion of the current job where the triggers are
defined. Job Triggers are available for Job Readers and Job Writers

Job Triggers are not available for Messaging Jobs since they run continuously.

Multiple jobs can be triggers with different conditions: On Completion, On Success (always), On Success
(with data), and On Failure.

Condition Description

On Completion The trigger starts regardless of the success or failure status of the current
job.

On Success (Always) The trigger starts only if the current jobs succeeds whether any records were
fetched or processed.

On Success (With Data) The trigger starts only if the current jobs succeeds and at least one record
was fetched or processed.

On Failure The trigger starts only if the current jobs failed to execute.
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Edit Sync Reader

Job Name:  molsonassets

Data Source  Replcation Setings PGP Encryption  Advanced Setings  Data Pipeline  Target System  Triggers
Enable Job Tiggers

- O

Async reader table and into a Data Sync il that can later be used to push Ghanges into another database.

x

=+ | dob Name: Condiion

Cancel
Add Trigger *
Select the job you would like to trigger based on the outcome of this job.

Job Name: w

Guid Bdch30F718884c6d936377ef (b 2d e

Job Type: Direct

Condition: On Completion e

OK Cancel

Execution Log

GENERAL RELEASE

In the Triggers tab, click on the 4 icon to add a new
trigger. Triggers are started virtually at the same time
but in no specific order.

When adding a trigger, start typing for the job name,
or select it from the list. Select the desired condition
for executing the trigger and click OK.

DataZen exposes its internal operation log for more detailed information and to validate that the Jobs
are working as expected. The output window in DataZen Manager shows the last few entries available in
memory. To view the full log, and previous logs, see the Execution History section.

Execution logs are automatically stored by DataZen for auditing purposes.
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% DATAZEN MANAGER 2.0 (preview) - a X

File Configuration  Help

& RUNNING & | New.w |28 B - m X |0 History.. ®p Disable b Enable | Fiter | - T
sy 2l . "
T @ Name Status Sytem Last Run On Schedule i F55804002346808239288 7 4c34d T
http:i/deviap04:9559 (V] mysql-addresses 2021 5:16:54, q JobkKey mysg-addresses
ETSEEsERIS ON ready JSON 12/22/2021 9:31:11 ¢ SqlRead SELECT * FROM address

& FILMS-Rabbitha ready MySQL->RabbitMQ 1111/2021 11:3240.. (

. Kafka MSMGQ ready Kafca->MSMQ 12/9/2021 8:49:07 ( Path C:\tmp\datasync._reader

& FILMIS-AzEventFub ready MySQL->Azure Evert Hub 1171172021 B:58:14, « Key Columns address_id

AT ready Azure Event Hub->MSMQ 11/11/2021 6:57:41 « Date/Time Column

& MySQL2AzBus ready MySQL->Azure Service Bus 11172021 7:2425 .. ( PR E——

. AzBUS2MSNG ready Azure Service Bus>MSMQ 12/8/2021 8:43:18 ¢

& TEST1 ready QL Server->Kafka 10/18/2021 8:59:53. ( Last Deleted Pointer

. AWS508-MSMQ ready AWS S05>MSHG 12/8/2021 8:45:05 ( PropagateDelete False

& FILM2AWSSQS ready MySQL->AWS QS 1NA1/2021 11320, 072277 ( Smeintegy Fal

& FILMS2MSMG-BINARY  readly MySQL>MSMG 1412021 11:320.. 0°°2°° «

& AzFimJSON2SQL ready Azure Blob Container->5QLSer..  11/11/2021 6:45:18. ( Created On 12/21/2021 9:15:26 PM

C, EventHub2LOCALDISK  ready Azure Event Hub 12/8/2021 8:45:07 ( ntialize False

LTI ready MSMQ->MSMQ 12/9/2021 8:43:05 .. (v CronSchedde Manusl

< ? Erecution Tmeot |0

s Hide Output Log 9 Export Log.

- 2% Output Level - Deleted Records Mode | Use defautt hd
pleted. 603 changed
ed

1 T COo

Last Execution (with changes)

12/21/2021 5:168:54 FM
Execution Id 1640121415670

< LIMIT 0. 10000 Sucos Toe
Package Fle  |C:\tmp\datasync_readermysql-addresses_164012141
Records Read 803

Records Deleted |0
Records Available |60
Erecution Time | 0.0754865
Map Reduce Time | 0.2112438

o

Execution History
DataZen Manager allows you to see the history of past Job Reader and Job Writer executions. Select the
Job you would like to review and click on the Execution History button.

By default, the execution history
shows the jobs that resulted in
data being available for
Executonld Records Read Records Avalable Read Time (sec) Map Reduce Time (sec) Created On Package Fie Evor I prOCESSing' When JOb Readers find
1640121415670 603 603 0.0754865 0.2112438 122172021 9:16:54 PM C:\tmp\datasync_reader\my. no new cha nges’ Or Job Writers
find no Sync File to apply, a history
record is created with 0 Records
Available.

Execution History - O X

Execution history for job: 7f558c40c0294b8082392987f4c34d 7f

5000 records | {L) Refresh Success only °

< >

Ovevew |Deiiedlog To view all executions, including
Laat 7daye 2 those with 0 Records Available,

—— Read i ecords Read .
il o= e Avsiable Recorcs choose the Show All Executions

w0 —— Errors
Updated Records

Oeieted Fecorie option in the dropdown box.
Erors

Record Consumption

§ 4 8 o o o Runtimes and execution date/time
is also provided on this screen. Any
Cose processing errors are displayed as
well.

To view the execution log of a specific job execution, click on the desired execution and view the
Detailed Log tab.
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Execution history for job: 852e16ebf45342fb8c96b21244993b4f -> B52e16ebf45342fb8cO6b21244993b4f

5000 records D Refresh  Success only =
Executionld Records Read Records Available Records Updat... Records Deleted Read + Wiite Time ... Map Reduce Time (sec) Start Time
1663012488114 3 1 1 o 21.3648806 0.1475889 8¢ 227
1660413474580 3 3 3 0 42585184 0.0074872 8/13/2022 {
1660413422375 3 2 2 (1] 4 6655516 0.0170077 8/13/2022
1647111251862 3 2 2 0 5.0436421 0.0174487 31212022 ¢
1641755041086 3 3 3 o 0.6469507 0.0837576 1/8/2022 8:
Overview Detaled Log
Date/Time Log Level

Writer T settings updated... apphying changes now Drebug

Reader starting... Debug

Source data extraction starting... Debug

HTTP Source > Calling HTTP endpaint: https://us3.2pi.maichimp.com/3.0/sts Debug

HTTP Source -» Fetch completed. Total byte count: 17946 Debug

HTTP Source -» Call was throttled {calls hmit) 2.31 seconds Debug

HTTP Source -» Column Document to Resultset ransformation successful Drebug

HTTP Source -» Found 3 records Drebug

HTTP Source -» Returned 3 records Debug

¥ 0 -SRI S SRT, . . . SRR T R T Y S, - S [

Close

Data Pipeline

A Data Pipeline is a data transformation processing engine that modifies the data before the data is
saved. A Data Pipeline can help implement the following components:

e Data Filtering
Applies a secondary filter to the data by adding a SQL Where clause as a Data Filter. This can be
useful when the data source doesn’t support a full SQL syntax, or when filtering needs to occur
after hashing or masking has occurred.

e Data Hashing
Applies a hash algorithm to a selected data column (must be a string data type); supported
hashing algorithms are MD5, SHA1, SHA256, SHA384 and SHA512.

e Data Masking
Applies masking logic to a selected data column, such as credit card number or a phone number.
Supports generating random numbers, free-form masking, and generic / full masking.

e Data Quality

Validates simple rules against a data column and throws a warning or an error if the data
doesn’t match the specified rules.
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e Dynamic Data Column
Adds a new column to the output as a constant value, a simple SQL formula, or an Enzo

Function.

¢ Remove Columns

Remove unwanted columns from the final output.

GENERAL RELEASE

Both Job Readers and Job Writers can implement a Data Pipeline. When implemented by a Job Reader,
a Data Pipeline modifies the data before it is saved in the Sync File; this ensures that any Job Writer
reading from the Sync File will get the same data modifications. When applied to a Job Writer, the data
is modified before it is saved to the target system. This allows pushing the same data to different
systems using different Data Pipeline masking rules and filters.

Configuration Replication Settings  Target System Data Pipeline

{5 Add ~ (&) Run Data Pipeline | /* Move Up l» Move Down

© Data Fiter
SQL Fiter:

district = 'Alberta’

a

@® Data Hashing

Apply

Field Hams:  [address

Hashing
Algorythm
[ Truncate the Hash value to match the original field size

SHA1 ~

al

® Data Masking

Apply

Field Nams: ~ [distict

Masking: Custom Text

Exposes the first and |ast few characters
and adds custom padding in the middle.

exposed  padding
prefix  sting

exposed
suffix

2 S X000

2

el

Aoply

address_id address

<

S AGTTFBRC41337B543686AFS4EATEFFBB2AF59E25
3 0282D44CA85C019E65730914312A86534D1137EB

address2 district city_id
ALXXXKX e 300

ALXXXKXMa 300

postal_code

Ready | Total Count: 603 Filtered Count: 2

Multiple components can be added to
a pipeline; they are executed in the
order provided, from top to bottom.
You can move the components using
the Move Up and Move Down
buttons. You can also disable a
component without removing it;
disabling a component bypasses its
processing, but keeps it saved so it can
be re-enabled in the future.

For example, the Data Pipeline above filters the records to the Alberta district, hashes the address field,
and masks the district according to the rule specified.

Data Filter

The Data Filter component allows you to apply a SQL-like filter to the data set, so that only the matching

records are replicated. When applied to a Job Reader, the data is filtered before being saved to the Sync
File.
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Configuration  Replication Settings Target System  Data Pipeline

{5 Add ~ () Run Data Pipeline | 4 Move Up }» Move Down

© Data Fiter E

5GL Fiker

district IN (Alberta’, Calfomiz’)

a Apply
address id addres addrese? district oty id postal_cods phone

» 47 MySaldla Drive Aberta 300
3 23 Workhaven L Aberta a00 14033335568
6 1121 Loja Avenue Calfomia 29 17836 838635286649
[ 770 Bydgoszcz A... Calfomia 120 16266 517338314235
= FrTT— P - oien Tromanien

< >

Ready | Total Count: 603 Filtered Count: 11

Data Hashing

GENERAL RELEASE

When applying a filter, you can see
how many records are returned by
the filter at the bottom of the
screen (showing 11 records in this
example).

You can apply multiple filters using
an SQL-like syntax. See the
Microsoft DataColumn Expression
documentation on the available
syntax for the filter.

The Data Hashing component allows you to hash a Column of a string data type to a hash value, using
either MD5, SHA1, SHA256, SHA384 or SHA512 algorithms. Because no vector/salt is generated, the
hash values generated are always the same for the same input string. However, even a slight change in
the input string will generated a very different hash output. In the example below, the address field is
hashed using the MD5 algorithm. You can add as many Data Hashing components if you need to hash
multiple fields. If the target system expects a specific length for the field being hashed, you can check
the Truncate Hash Value option; this will truncate the hash value to match the original string length;
however, this may reduce the strength of the hashing algorithm in its ability to generate unique values

for different input values.

Corfiguration Replication Settings  Target System Data Pipeline

{5 Add ~ (¥) Run Data Pipeline | 4* Move Up |, Move Down
© Data Hashing B X
Field Name |address ~
Hashing MD5 R
Algorythm
[ Truncate the Hash value ta match the original field size
Gl Apply
address_id address address? district city_id postal_x ™
» 52AC5DIAIEF434706B6AIGEFFIOCTABD Hoerts 0
2 76BBOCBDDCO57782385ECBD2FAZ5F2D4 QLD 576
3 C144F5ECE14B658725CE6CFESALE45ED Alberta 00
4 4A476B6EIAERS2CIAZ43445E6BDF 3482 QLo 576
. 3 CRAAGRONCMRDENOICNNNAACANODORETY [TE— " aca = b

Ready | Total Count: 603 Filtered Count: 603

Data Masking

The Data Masking component allows you to modify for privacy or compliance reasons. For example, you
may choose to mask a Phone Number field, or a Social Security number. Five masking options are

available:
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o Default — replaces a string field with the character X; replaces a numeric field with O; replaces a
date field with 1900-01-01 and NULL for other data types

e Credit Card — Exposes the last 4 digits of the credit card and replaces all other characters with X

e Email — Exposes the first character, and replaces the remainder with XXX@XXX.com

e Random Number — Replaces a numeric field with a random value based on the data type

e Custom String — Exposes the first few and last characters, as desired, and places a constant
string in the middle as provided

As many Data Masking components can be added, when masking multiple fields is needed. In the
example below, the default masking option is used on the address field.

Configuration  Replication Settings Target System  Data Fipeline

&l Add ~ (¥) Run Data Pipeline | /™ Move Up - Move Down

© Data Masking = X
Field Name [address] v
Masking Defautt h

Full masking depending on the data type
String: uses XXX or fewer

Numeric: uses 0

Date/Time: uses 01-01-1500

NULL for other data types

Gl Apply

address_id address address2 district city_id postal_« &
4 1 FOOCCHICOCOREKXK Aberta 300

2 HOOCOICOCOBICO QLD 576

3 HOHH NI I X HHRHHIK Aberta 300

4 FOOCHRRHOCRR K QLo 576

YR aca
< >
Ready | Total Count: 603 Filtered Count: 603

Data Quality

The Data Quality component allows you to validate basic rules against a field, such as making sure the
field is numeric, not empty, not null, and is within a list of known values. For example, the following
Data Quality component ensures the address_id field is not NULL, not empty, and is a numeric value. If

the condition fails, DataZen can either exclude the records from the output, or throw an error and stop
further processing.

60



% ENZODATAZEN

Configuration Replication Settings Target System Data Fipeline

i Add ~ (¥) Run Data Pipeline | 4 Move Up s Move Down

<

© Data Guality B X
Field Name |addressf|d -
[ Mlow NULL values  [] Allow empty values Must be numeric
[ Valugin: {comma separated ist of values)
@® Exclude invalid records O Stop processing with emor
Gl Apply
address_id address address2 district city_id postal_t *
» 47 MySakila Diive Aberta 30
2 28 MySQL Boulevard QLo 576
3 23 Workhaven Lane Aberta 300
4 1411 Lillydale Drive QLD 576
= 4013 L WI—e. [N I— aco agann Y

Ready | Total Count: 603 Filtered Count: 603

Dynamic Data Column

GENERAL RELEASE

The Dynamic Data Column component allows you add columns dynamically to a data set, specify its data
type, and use existing fields to construct it if desired.

For example, the following screenshot shows you how to add a dynamic column, named taxCol, that
calculates a tax amount of 6%, with a SQL Expression that uses the amount field (amount * 0.06), and

setting the column as a Float data type.

Move Up Move Down

Column Name:

Expression: |am0unt “0.06

Expression Type: | SQL Expression (SGL Only) ~
Data Type: Float o

[ lgnore this column definition i it already exists

El Apply
payment_id customer_id  staff_id rental_id amount payment_date last_update taxCol
S [ 1 76 301 2/12/2021 10:59... | 2/12/2021 11:00... |0.1806
2 1 1 573 059 5/28/2005 10:35... | 2/15/2006 10:12... | 0.0554
3 1 1 1185 5.9 £/15/2005 12:54... | 2/15,/2006 10:12... | 0.3554
4 1 2 1422 059 6/15/2005 6:02 .. | 2/15/2006 10:12... | 0.0554
5 1 2 1476 9.59 6/15/2005 908 ... | 2/15/2006 10:12... | 0.5954

Ready | Total Count: 10000 Filtered Count: 10000

The expression can either use a SQL-like syntax, or a simpler Enzo format.

SQL Expression

The SQL Expression treats the formula as a simpler SQL command, allowing you to leverage a number of
operations on data. Because the SQL syntax uses a limited version of the T-SQL syntax, string quotation
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marks are single quotes. Operations such as in, between, like, not, or, and are available. You can use
brackets when using field names. The following functions are allowed: CONVERT, LEN, ISNULL, IIF, TRIM,
and SUBSTRING. Here are a few valid examples:

e SUBSTRING(phone, 7, 8)
e |IF(ISNULL(amount), 0, amount * 10)

See Microsoft’s documentation on DataColumn Expressions for a complete description of.

Enzo Expression

If an Enzo Expression is used, every row is processed individually using the DataZen Functions. These
must be simple expressions that can use other fields using the {{field}} convention. For example, if the
Expression is #rndguid(), the new column will have a unique GUID value assigned in every row.

See the DataZen Function section for more information.

Remove Column
The Remove Column component allows you to ensure a specific column does not get replicated. You can
either select an existing column from the list provided, or type the name of a column (one per line).

A sync reader fetches data from a source database table and saves the records into a Diata Sync file that can later be used to push changes imto ancther database.
= Copy as Json

Job Name A fiendly job name (must be uniqus)

Data Source  Replication Settings PGP Encryption  Advanced Settings Data Pipeline  Target System  Triggers
{5 Add + (¥) Run Data Pipeline Move Up +J» Move Down

Remove columns listed below if found in the data set {one per line).

service_broker_guid | Add...

create_date
is_auto_create_stats_on
lservice_broker_guid

Bl Aoply

DataZen Functions

DataZen functions give you the ability to transform data before data is processed for execution, but
after the data values of the source dataset have been replaced. These functions are only available in
multiple places (see the Uses section below).

Functions are identified by a # moniker. For example, the "#toiso8601({{payment_date}})', converts the value
of the “payment_date” field from the source system into an ISO 8601 compatible format.

Function Description Comments
#decrement(a) Decrements a value by one, or by the #decrement({{field1}}, 1)
#tdecrement(a, b) amount specified.
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#eval(code)

Treats the inner parameter as a C#
script and executes its content.
Expects the output of the script to be
a string or an object that supports the
.ToString() method.

Use this function to execute a more
complex C# operation. See the Microsoft
documentation for the
CSharpScript.EvaluateAsync<dynamic>
operation.

#format(a, b, ...)

Uses the C# string.Format syntax to
build a string with any number of
parameters

The C# syntax uses {0} for the first
parameter, {1} for the second, and so
forth.

#format(‘User {0} lives in {1}, {{userld}},
{{state}})

#formatdate(date, format)
#utcformatdate(date, format)

Formats a string value into a date with
a specific format (following the C#
DateTime.ToString(format) notation)

#formatDate(11/01/2000T08:00:00.0000,
0:MM/dd/yy H:mm:ss)

#tincrement(a)
#increment(a, b)

Increments a value by one, or by the
amount specified.

#tincrement({{field1}}, 25)

#http_get(...)
#http_post(...)
#http_put(...)
#http_delete(...)

Performs an HTTP/S call to an internet
resource and returns a string as
output. If the call to the HTTP
resource is an image, the content is
returned as an Hexadecimal
representation of the bytes of the
image.

See the Enzo HTTP Functions section
for more information.

#thttp_get({{field_url}})

#isnullorempty(a,b)

Returns value ‘b’ if value ‘a’ isa NULL
value or an empty string

You can use this function to replace a
NULL value with a constant, or the
content of another field

#isnullorempty({{field1}}, 0)

tleft(a, n) Returns the left-most n characters of a | #left(‘this is a test’, 5)
string
#now() Returns the current datetime in the

local timezone of the server

#pick(a,b,c...)

Randomly selects a value from the list
provided as parameters

Any number of parameters can be
provided

#replace(a, b, c)

Replaces all occurrences of b with ¢, in
string a

#replace(‘this is a cat’, ‘cat’, ‘dog’)

#right(a, n)

Returns the right-most n characters of
a string

#right(‘this is a test’, 5)

#rnddouble(a,b)

Generates a random double value
between two numbers

Both the lower and upper bound values
are required

#rndguid()

Returns a new random GUID
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#rndint(a,b) Generates a random integer value Both the lower and upper bound values
(Int32) between two numbers are required
#tohex64(a) Transforms a value into an Hex64 #tohex64(‘this is a test’)

representation

#toiso8601(x) Converts a datetime field into a ISO This function converts a datetime field
8601 compliant format into a string in the ISO 8601 format
assuming the date is in the current
timezone
#torfc1123(x) Converts a datetime field into a RFC

1123 compliant format

#utcnow() Returns the current datetime in UTC
format
#utctoiso8601(x) Converts a UTC datetime field into a This function converts a datetime field
ISO 8601 compliant format into a string in the ISO 8601 format
assuming the date is in the UTC timezone
#utctorfc1123(c) Converts a UTC datetime field into a

RFC 1123 compliant format

#urlencode(c) URL encodes the value provided so it
is safe to pass as a URL parameter.

Nested Functions

You can nest functions by adding them together in a call. For example, the following operation gets the
current time in UTC, returns an ISO8601 compliant date format, and URL encodes the output so it can be
passed in a URL function:

#urlencode(#toiso8601(#utcnow()))

Uses
Enzo Functions can be used in multiple places throughout DataZen, namely:

e Data Pipelines Dynamic Columns

e URL of a Sync Job using an HTTP Connect as the source

e Custom SQL Scripts in a Database Target operation

e Name of a database table a database Target

e URI Endpoint, XML or JSON payloads in an HTTP Target

e Initialization and Finalization database scripts when using a DB Target

Enzo HTTP Functions

Calling HTTP Endpoints within a Data Pipeline is a feature that allows you to use the data provided by
the job as input records. In other words, for each input record, an HTTP method will be called. Enzo
HTTP Functions can be invoked in multiple ways to make both authenticated and unauthenticated calls
to HTTP REST endpoints.
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The parameters used by the HTTP functions depend on whether or not the call is authenticated and the
type of call being made. The following signatures are allowed:

Function

Param 1

Param 2

Param 3

Param 4

Description

http_get
http_delete

uri

Call to HTTP endpoint without
authentication

headers uri Call to HTTP endpoint with custom headers
without authentication

Call to HTTP endpoint using a pre-defined
HTTP connection string

Call to HTTP endpoint with custom headers
using a pre-defined HTTP connection string
Call to HTTP endpoint without
authentication with the specified body

Call to HTTP endpoint with custom headers
without authentication with the specified
body

Call to HTTP endpoint using a pre-defined
HTTP connection string with the specified
body

Call to HTTP endpoint with custom headers
using a pre-defined HTTP connection string
with the specified body

@conn(key) uri

@conn(key) | headers uri

http_post body uri
http_put

body headers uri

@conn(key) body uri

@conn(key) | body headers uri

When specifying a pre-defined connection, use the following format: @conn(key). The key should be
the name of the Central Connection String to use that represents the HTTP Endpoint, its authentication
mechanism, and Rate Limiting setting. HTTP Enzo Function calls can use any of the supported
authentication mechanisms including APl Keys and OAuth 2.0 bearer tokens.

When specifying custom headers, the headers parameter should be comma-separated, and the header
itself should be in the normal HTTP header notation: header:value. When specifying multiple headers,
the parameter should be single-quoted: ‘headerl:vall,header2:val2’.

Example 1: Unauthenticated HTTP Get
The following example performs an HTTP GET operation and returns a string from a service endpoint
running on the localhost without authentication:

http_get(https://localhost/funcl)

Example 2: Unauthenticated HTTP Post with Headers
Sends an HTTP POST operation to a localhost endpoint unauthenticated, passing a body and a custom
Content-Type header. Sends the userKey and loginld column values for each row processed by the job.

http_post(‘{ “id”: {{userKey}}, “userld”: “{{loginld}}"}, Content-Type:text/json’, https://localhost/funcl)

Example 3: Authenticated HTTP Get
Sends an HTTP GET operation to the “TWITTER” HTTP connection string, using the /users relative URI,
and passing the userid value found in the source dataset for each record processed by the job. This call
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returns a JSON document of the tweets for the given userid; if this function is used in a Dynamic Column
(in a Data Pipeline), the new column value will contain the JSON document returned by this HTTP
request.

http_get(@conn(TWITTER), /users/{{userid}}/tweets)

Sync Agent REST API

You can use HTTP/S REST commands against a DataZen Sync Agent to perform most of the operations
available in DataZen Manager, with a few exceptions for security reasons.

To enable REST access to an agent, select the agent in DataZen Manager and choose DataZen Agent
Settings from the menu. Select the desired Access Level and whether to limit access to GET operations
only.

Maodify the settings below and click QK to save. Changes take effect immediately.
|
| Stage Database Securty License Key Shared Access Keys

Shared Access Keys allow you to access agents using HTTP Requests.

Primary Access Key: =~ s-seesesessessssssesssssssssisessisssases rotate ke
Secondary Access Key: ~ reesetsesssssssssssssssssssens yotate ey
Access Level: Agent & Jobs API ~

|
|
[J Limit access to GET operations fread-only) |
|

Cancel

The complete documentation for the Sync Agent REST API can be found online:

https://www.enzounified.com/blog/DataZenAPIDocumentation
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Appendix
Limitations

Target DDL Script

e Building target DDL scripts is only available for SQL Server, MySQL, Oracle and Teradata
databases.

e Not all data types may be accurate; some data types may be modified from the original source
system to ensure transportability of the data.

e When the source system is MySQL, the schema information for string length and other data
types may be inaccurate due to MySQL driver issues. The script that is generated to create the
target table may need to be modified manually.

e When the source system is an ODBC driver or Enzo, the precision or decimal data types and
string length sizes of the source system may not be available.

Upsert Script
e Upsert scripts generated may need to be modified to comply with the database engine
e MySQL Notes
o The generated Upsert script depends on the ON DUPLICATE KEY UPDATE clause, which
implies the table should have a key or unique index defined on the Key Columns for the
script to work
e Oracle Notes
o DataZen stores binary data types as Base64 string, so the Upsert command should
contain the following functions applied:
TO_BLOB(utl_raw.cast_to_raw({{fieldname}}))
o When the script is generated, date/time types fields are automatically converted as

follows:
TO_TIMESTAMP({{fieldname}}’, 'YYYY-MM-DD HH24:MI:SS.FF7')

Data Replication
e Geospatial information is replicated as a binary field in the target system.

Transactional Consistency Considerations

Because DataZen is a loosely coupled replication engine, replicating data with eventual consistency,
tables selected for replication are not guaranteed to be transactionally consistent by design. However,
two strategies can be used when transactional consistency is required for a few tables:

e Target Logical Access
Reports and applications running against the target system should implement logic that does
not display or use orphaned records (such as missing line items for an order) when possible

e Source Joined Data Sets
Implement a more complex source SELECT JOIN statement against multiple tables, so that the
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data returned by the Sync Job represents all the records; use a custom stored procedure at the
target to split each record and perform the necessary Upsert/Delete operations.

Data Type Conversions

The following data type mapping tables provide an overview of the supported data types and their
correspondence across multiple database platforms. The direction of the replication may change the
data type conversion logic.

Oracle to SQL Server Data Mapping

INT DECIMAL(38,0)
RAW(16) VARBINARY(16)
TIMESTAMP(4) DATETIME
CLOB(JSON) NVARCHAR(max)
VARCHAR2(4 BYTE) NVARCHAR(4)
NUMBER(9) DECIMAL(9,0)
VARCHAR2(20 BYTE) NVARCHAR(20)
DATE DATETIME
NUMBER(8,2) DECIMAL(S,2)
NUMBER(*,2) DECIMAL(38,2)
NUMBER(*,-2) DECIMAL(38,4)
BINARY_FLOAT REAL
BINARY_DOUBLE FLOAT

NUMBER FLOAT

INT DECIMAL(38,0)
VARCHAR2(20 BYTE) NVARCHAR(20)
NCHAR(25) NVARCHAR(25)
VARCHAR2(80 BYTE) NVARCHAR(80)
TIMESTAMP DATETIME

LONG RAW VARBINARY(max)
CLOB NVARCHAR(max)
BLOB VARBINARY(max)

MySQL to SQL Server Data Mapping

INT INT
INT UNSIGNED BIGINT
VARCHAR(100) NVARCHAR(400)
DECIMAL(16,2) DECIMAL(16,2)
DATE DATETIME
CHAR(1) NVARCHAR(4)
TINYINT SMALLINT
SMALLINT SMALLINT
MEDIUMINT INT

INT INT

INT(4) INT

BIGINT BIGINT

FLOAT REAL

FLOAT(4) REAL

FLOAT(8) FLOAT

REAL FLOAT
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BIT
BIT(8)

DATE

DATETIME

DATETIME(6)

TIMESTAMP

TIME

YEAR

VARCHAR(20) CHARACTER SET UTF8
TEXT CHARACTER SET latin1 COLLATE
ENUM('a",'b",'c')

SET('a','b’','c')

CHAR(1)

TINYTEXT

LONGTEXT

BLOB

BINARY(10)

VARBINARY(10)

TINYBLOB

LONGBLOB

BIT
VARBINARY(1)
DATETIME
DATETIME
DATETIME
DATETIME
TIME(7)

INT
NVARCHAR(60)
NVARCHAR(max)
NVARCHAR(4)
NVARCHAR(20)
NVARCHAR(4)
NVARCHAR(255)
NVARCHAR(max)
VARBINARY(max)
VARBINARY(10)
VARBINARY(10)
VARBINARY(255)
VARBINARY(max)
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